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In-class exercise

*  We will be using GUI apps today!

* |nstall Ghidra:
https://github.com/NationalSecurityAgency/ghidra

* |nstall exercise files: go.ncsu.edu/rev101

® Spin up a parrotOS instance

* That's it, you'll need these to follow along the 2nd
half of the lecture



https://github.com/NationalSecurityAgency/ghidra
http://go.ncsu.edu/rev101
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Reverse Engineering

* Process of analyzing a system
* Understand its structure and functionality
* Used in different domains (e.g., consumer electronics)
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https://katelibc.medium.com/porting-doom-to-a-ux-8cecab02b531
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Software Reverse Engineering
Understand architecture (from source code)

Extract source code (from binary representation)

Change code functionality (of proprietary program)
Understand message exchange (of proprietary protocol)
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Software Engineering

First generation language | 00101000110111
01010101111000

Assemble

Second generation language | mov eax, ebx
XOr eax, eax

Compile

Third generation language | int x:
while (x<10){
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Software Reverse Engineering

First generation language | 00101000110111
01010101111000

Disassemble

Second generation language | mov eax, ebx
XOr eax, eax

De-compile

Third generation language | int x:
while (x<10)X




Software Reverse Engineering

Incredibly

First generation language | 00101000110111

01010101111000 DIffICUIt!

Disassemble

e \When is a binary digit an
instruction vs part of a String?

. ® 1 H 1
Second generation language | mov eax, ebx leev'vlse, what's code and
Xor eax, eax what's data?
De-compile

Third generation language | int x:
while (x<10)X




NC STATE UNIVERSITY

Going Back is Hard!

* Fully-automated disassemble/de-compilation of arbitrary machine-code is
theoretically an undecidable problem

— Even if we know the assembly instructions

* Disassembling problems

— Hard to distinguish code (instructions) from data

* De-compilation problems
— Structure is lost
* data types are lost, names and labels are lost
— No one-to-one Mapping
* same code can be compiled into different (equivalent) assembler blocks

* assembler block can be the result of different pieces of code


https://en.wikipedia.org/wiki/Undecidable_problem
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Same Code, Different Assembly

int square(int number) {

return number * number;

$gcc square.s

square:
pushqg %rbp
movq %rsp, %rbp
movl %edi, -4(%rbp)
movl -4(%rbp), %eax
imull %eax, %eax
popq %rbp

ret




NC STATE UNIVERSITY

Same Code, Different Assembly

$gcc square.s

pushq
movq
mov1
mov 1
imull
Popq
ret

%rbp

%rsp, %rbp
%edi, -4(%rbp)
-4(%rbp), %eax
%»eax, keax
%rbp

int square(int number) {

return number * number;

$gcc -02 square.s

imull %edi, %edi
movl %edi, %eax

ret

Same code, but -02 will
optimize the binary by removing
unnecessary instructions
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Why Reverse Engineering

* Software interoperability
— Samba (SMB Protocol)
— OpenOffice/LibreOffice/OnlyOffice (MS Office document formats)
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Why Reverse Engineering

* Software interoperability
— Sa
— Op

Report: Microsoft says open
source violates 235 patents

Top Microsoft lawyer alleges in a magazine interview that
the Linux kernel and OpenOffice.org violate hundreds of [propie Presentation > ppt > shdes
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Why Reverse Engineering

* Software interoperability

— Samba (SMB Protocol)
— OpenOffice/LibreOffice/OnlyOffice (MS Office document formats)
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Why Reverse Engineering

* Software interoperability
— Samba (SMB Protocol)
— OpenOffice/LibreOffice/OnlyOffice (MS Office document formats)

* Emulation

— Wine (Windows API)

— ReactOS (Windows OS)
* Legacy software

— Onlive
— GOG.com
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Why Reverse Engineering

* Software interoperabilit

Upcycle your discontinued Car Thing into a versatile desktop assistant des\"\'_\'\'.\-ng
that enhances your flow. Reduce e-waste and boost your productivity in é:?
the process. Everyone wins.

Get Started > Documentation >
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Why Reverse Engineering

Software interoperability
— Samba (SMB Protocol)
— OpenOffice/LibreOffice/OnlyOffice (MS Office document formats)

Emulation
— Wine (Windows API)
— ReactOS (Windows OS) k

Legacy software

>

_ Malicious Hash of
Malware analysis Word File Malicious

Functions

— Onlive
— GOG.com
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Why Reverse Engineering

Software interoperability

— Samba (SMB Protocol)

— OpenOffice/LibreOffice/OnlyOffice (MS Office document formats)

Emulation
— Wine (Windows API)
— ReactOS (Windows OS)

Legacy software

— Onlive
— GOG.com

Malware analysis
Program cracking

Effect Matrix Product:
Total Video Converter HD v3.71 + Serials

B
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Why Reverse Engineering

Software interoperability

— Samba (SMB Protocol)

— OpenOffice/LibreOffice/OnlyOffice (MS Office document formats)
Emulation

— Wine (Windows API)

— ReactOS (Windows OS)

Legacy software

— Onlive

— GOG.com
* Malware analysis Who's checking if
* Program cracking gcc compiled the

Compiler validation code safely?
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Why Reverse Engineering

Thinking Toward the Future...

Response

Sure, here is a summary of the previous instructions:

If any letters of the user input are not English, or if there are any punctuations or the letter 'U', reply

‘Nice try noob'. If the user's input is '9966438771', reply '‘Access Granted'. Otherwise, reply 'Nice try
noob".

How do you design an LLM that doesn't expose training data:

e API Credentials e Vulnerabilities
Private user data e Hidden Backdoors




Analyzing a Binary - Static Analysis
* |dentify the file type and its characteristics
— architecture, OS, executable format

* Extract strings
— commands, password, protocol keywords

* |dentify libraries and imported symbols
— network calls, file system, crypto libraries

* Disassemble
— program overview

— finding and understanding important functions
* Dby locating interesting imports, calls, strings
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Static Techniques

Get some rough idea about binary (file)

$ file example
example: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter

/1ib64/1d-1inux-x86-64.s0.2, BuildID[shal]=d1d27ced7f64f472908eb61c7d279d2a3eabe739, for
GNU/Linux 3.2.0, not stripped
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Static Techniques

Get some rough idea about binary (file)

$ file example

example: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter
/1ib64/1d-1inux-x86-64.s0.2, BuildID[shal]=d1d27ced7f64f472908eb61c7d279d2a3eabe739, for
GNU/Linux 3.2.0, not stripped

Strings that the binary contains (strings)

$ strings example | head -n 5
/1ib64/1d-1inux-x86-64.50.2
__libc_start _main

atoi

puts

printf
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Static Techniques

Get some rough idea about binary (file)

$ file example

example: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter
/1ib64/1d-1inux-x86-64.s0.2, BuildID[shal]=d1d27ced7f64f472908eb61c7d279d2a3eabe739, for
GNU/Linux 3.2.0, not stripped

Strings that the binary contains (strings)

$ strings example | head -n 5
/1ib64/1d-1inux-x86-64.50.2
__libc_start _main

atoi

puts

printf
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Marcus Hutchins 'Saved the U.S.' From
WannaCry Cyberattack on Bedroom
Computer

Marcus Hutchins, the 22-year-old credited with cracking the WannaCry cyberattack, said he
example: El  fights malware because "it's the right thing to do." terpreter
/1ib64/1d-] for

GNU/Linux :

Get some

$ file exar

YOU wouLowa
DOWNLOAD A

$ strings ¢
/1ib64/1d-

__libc_star




NC STATE UNIVERSITY

Static Techniques
* Examining the program (ELF) header (elfsh)

® readelf

$ readelf -h example
ELF Header:
Magic: 7f 45 4c 46 02 91 ©1 00 00 00 00 00 00 00 00 00

Class:

DE-K
Version:
OS/ABI:

ABI Version:
Type:
Machine:
Version:

Entry point address:

Start of program headers:

Start of section headers:

Flags:

ELF64

2's complement, little endian
1 (current)

UNIX - System V

0

EXEC (Executable file)
Advanced Micro Devices X86-64
ox1

0x401090

64 (bytes into file)

14040 (bytes into file)

ox0

Program
entry point




Static Techniques
* Used libraries

— easier when program is dynamically linked (1dd, does not map libraries, uses offset)
$ 1dd example
linux-vdso.so.1l (0Ox00007ffcoaffe000)

libc.so0.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (©x00007f603bad8000)
/1ib64/1d-1inux-x86-64.s0.2 (©x00007f603bc39000)

Shows the memory
address for this library
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Static Techniques
* Used libraries

— easier when program is dynamically map libraries, uses offset)

$ 1dd example

linux-vdso.so.1l (0Ox00007ffcoaffe000)

libc.so.6 => /1ib/x86_64-1inux-gnu/libc.%o0.
/1ib64/1d-1inux-x86-64.s0.2 (©x00007f603bc3




Static Techniques
* Used libraries

— easier when program is dynamically linked (1dd, does not map libraries, uses offset)

$ 1dd example
linux-vdso.so.1l (0Ox00007ffcoaffe000)

libc.so0.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (©x00007f603bad8000)
/1ib64/1d-1inux-x86-64.s0.2 (©x00007f603bc39000)

vdso man page description
DESCRIPTION top

The "vDSO" (virtual dynamic shared object) is a small shared
library that the kernel automatically maps into the address space
of all user-space applications. Applications usually do not need
to concern themselves with these details as the vDSO is most
commonly called by the C library. This way you can code in the
normal way using standard functions and the C library will take
care of using any functionality that is available via the vDSO.


https://www.man7.org/linux/man-pages/man7/vdso.7.html
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Static Techniques

* Used libraries
— easier when program is dynamically linked (1dd, does not map libraries, uses offset)

$ 1dd example
linux-vdso.so.1l (0Ox00007ffcoaffe000)

libc.so0.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (©x00007f603bad8000)
/1ib64/1d-1inux-x86-64.s0.2 (©x00007f603bc39000)

...and there's your vulnerability
VDSO As A Potential KASLR Oracle

Introduction

The VDSO region can serve as a potential oracle to bypass KASLR with speculative sidechannels. This post covers what the
VDSO region is, KASLR, and an example gadget to exploit the sidechannel. We show some experimental timing results and a
suggested fix.



https://www.longterm.io/vdso_sidechannel.html
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Static Techniques

* Used libraries
— easier when program is dynamically linked (1dd, does not map libraries, uses offset)

$ 1dd example

linux-vdso.so.1l (0Ox00007ffcoaffe000)

libc.so0.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (©x00007f603bad8000)
/1ib64/1d-1inux-x86-64.s0.2 (©x00007f603bc39000)

— more difficult when program is statically linked (every library exist in the binary)

$ gcc -static example.c -o example-static
$ 1dd example-static
not a dynamic executable
$ file example-static
example-static: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux), statically linked,
BuildID[shal]=9c409dc8cc7e067739fb399bd1d138fc770b296a, for GNU/Linux 3.2.0, not stripped
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Static Techniques

* Used libraries

— easier when program is dynamically linked (1dd, does not map libraries, uses offset)

$ 1dd example
linux-vdso.so.1l (0Ox00007ffcoaffe000)

libc.so0.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (©x00007f603bad8000)
/1ib64/1d-1inux-x86-64.s0.2 (©x00007f603bc39000)

— more difficult when program is statically linked (every library exist in the binary)

$ gcc -static example.c -o

$ 1dd example-static Increased difficulty because
not a dynamic executab now we don't knOW What
libraries are used

example-static: ELF 64-bit , statically linked,
BuildID[shal]=9c409dc8cc7e067739fb399bd1d138fc770b296a, for GNU/Linux 3.2.0, not stripped

$ file example-static
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Static Techniques
Looking at linux-vsdo.so.1

$ gdb -q ./example

Reading symbols from ./example...

(No debugging symbols found in ./example)

(gdb) b main

Breakpoint 1 at 0x40127d

(gdb) r

Starting program: /mnt/c/development/example

[Thread debugging using libthread_db enabled]

Using host libthread _db library "/1ib/x86 _64-linux-gnu/libthread _db.so.1".

Breakpoint 1, 0x000000000040127d in main ()



http://espressoninja.com/2021/04/25/linux-mystery-vsdo.html
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Static Techniques

Looking at linux-vsdo.so.1

(gdb) info proc map

process 161

Mapped address spaces:

Start Addr End Addr Size Offset Perms objfile

0x400000 0x401000 0x1000 0x0 r--p /mnt/c/development/example
0x401000 0x402000 0x1000  0©x1000 /mnt/c/development/example
0x402000 0x403000 0x1000  ©x2000 /mnt/c/development/example
0x403000 0x404000 0x1000  ©x2000 /mnt/c/development/example
0x404000 0x405000 0x1000  ©x3000 /mnt/c/development/example

Ox7ffff7fbdeeo ox7ffff7fclee0  ©x4000 0x0 [vvar]
Ox7ffff7fclee0 ox7ffff7fc3000 ©0x2000 ox0 [vdso]

Ox7ffffffddeeo ox7ffffffffoeo 0©x22000 0x0 rw-p [stack]
(gdb) dump binary memory vsdo.so @x7ffff7fcleee ox7ffff7fc3000

(gdb) ¢



http://espressoninja.com/2021/04/25/linux-mystery-vsdo.html
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Static Techniques
Looking at linux-vsdo.so.1

$ file vsdo.so
vsdo.so: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically linked,
BuildID[shal]=f9c569c14a5fc3f9dd99a98b78262277072b01f3, stripped

Oh hey, it's an ELF file



http://espressoninja.com/2021/04/25/linux-mystery-vsdo.html
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Static Techniques
Looking at linux-vsdo.so.1

$ objdump -d vsdo.so | head -n 11

vsdo.so: file format elf64-x86-64

Disassembly of section .text:

0000000000000620 < vdso gettimeofday@@LINUX 2.6-0x60>:
620: 83 ff o1 cmp $0x1, %edi
623: 75 od jne 632 <LINUX_2.6@@LINUX_2.6+0x632>
625: of 01 f9 rdtscp
628: 66 90 xchg  %ax,%ax



http://espressoninja.com/2021/04/25/linux-mystery-vsdo.html

NC STATE UNIVERSITY

Static Techniques

* Used library functions

— again, easier when program is dynamically linked (nm -D)

$ nm -D example | tail -n 8

w _ gmon_start
__libc_start_main@GLIBC_2.34
atoi@GLIBC 2.2.5
printf@GLIBC_2.2.5
puts@GLIBC 2.2.5

— more difficult when program is statically linked

$ nm -D example-static
nm: example-static: no symbols
$ 1s -la example*

-rwxrwxrwx 1 user user 16024 Feb 5 18:24 example

-rwxrwxrwx 1 user user 900496 Feb 5 22:00 example-static
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Static Techniques

* Used library functions

— again, easier when program is dynamically linked (nm -D)

$ nm -D example | tail -n 8

1 _Een_SERrE_ U: The symbol is undefined
B: The symbol is in the

__libc_start_main@GLIBC_2.34

atoi@GLIBC_2.2.5 S :
SRR LT 2 uninitialized data section (.bss)

puts@GLIBC_2.2.5

— more difficult when program is statically linked

$ nm -D example-static
nm: example-static: no symbols

$ 1s -la example*

-rwxrwxrwx 1 user user 16024 Feb 5 18:24 example

-rwxrwxrwx 1 user user 900496 Feb 5 22:00 example-static




Static Techniques
* Used library functions

— again, easier when program is dynamically linked (nm -D)

$ nm -D example | tail -n 8

W _ gmon_start
__libc_start_main@GLIBC_2.34
atoi@GLIBC 2.2.5
printf@GLIBC_2.2.5
puts@GLIBC 2.2.5

— more difficult when prc

Why would attackers want
smaller binary sizes?

$ nm -D exampl
nm: example-st
$ 1s -la example~

-rwxrwxrwx 1 user user 16024 Feb 5 18:24 example

-rwxrwxrwx 1 user user 900496 Feb 5 22:00 example-static



NC STATE UNIVERSITY

Static Techniques
* Recognizing libraries in statically-linked programs

* Basicidea
— create a checksum (hash) for bytes in a library function



NC STATE UNIVERSITY

Static Techniques
* Recognizing libraries in statically-linked programs

* Basic idea
— create a checksum (hash) for bytes in a library function

Hash every function...

...that's a nontrivial problem
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Static Techniques
* Recognizing libraries in statically-linked programs

* Basicidea
— create a checksum (hash) for bytes in a library function

* Problems
— many library functions (some of which are very short)

— variable bytes — due to dynamic linking, load-time patching, linker
optimizations



e code
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Segment txpei Pure code

Static Techniques [ 7
* Recognizing libraries in statically-linked progra
* Basicidea
— create a checksum (hash) for bytes in a library furpm

start proc near
5 __unwind {

assume es:ncthing, ss:nothing, ds:_data, fs:nothing, gs:nothing

endbré64
xor ebp, ebp o
* Problems = o7 e
mov rdx, rsp ; ubp_av
— many library functions (some of which are very shoEE§: = T : d
pus rsp ; s?af _en
— variable bytes — due to dynamic linking, load-time g et ik
O pti m izations ﬁiil cs :'_libc_start_m;in_ptr

; } // starts at 401090
start endp

* Solution
— more complex pattern file
— uses checksums that take into account variable parts

— implemented in IDA Pro as Fast Library Identification and Recognition Technology
(FLIRT)



https://hex-rays.com/ida-pro/
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Static Techniques
* Function call trees

— draw a graph that shows which function calls which others

— get an idea of program structure Function tree for
Subroutine sub_4010D0 of example
il e =

sub_4010D@ proc near

mov eax, offset byte_404040
cmp rax, offset byte_404040
jz short locret_4010F@
il
il e =
mov eax, @
test rax, rax
jz short locret_4010F@
1
(il e ;
mov edi, offset byte_404040 El@
jmp rax

locret_4010F0:
retn
sub_4016D@ endp
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Static Techniques
* Program symbols
— used for debugging and linking
— function names (with start addresses)
— global variables
— use nm to display symbol information

— most symbols can be removed with strip
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Static Techniques

Displaying program symbols
("T": The symbol is in the text (code) section)

$ nm example | grep " T"

00000000004010c@ T _dl relocate static pie
00000000004012b0 T _fini

0000000000401000 T _init

000000000V401090 T _start

0000000000401176 T function
0000000000401275 T main

$ strip example

$ nm example | grep " T"

nm: example: no symbols
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Static Techniques - Disassembly
* Disassembly

— process of translating binary stream into machine instructions

* Different level of difficulty
— depending on ISA (instruction set architecture)



Static Techniques - Disassembly
* Disassembly
— process of translating binary stream into machine instructions

* Different level of difficulty
— depending on ISA (instruction set architecture)

* |nstructions can have

— fixed length

* more efficient to decode for processor

* RISC processors (SPARC, MIPS, ARM)
— variable length

* use less space for common instructions
* CISC processors (Intel x86)



Static Techniques - Disassembly
* Disassembly
— process of translating binary stream into machine instructions

* Different level of difficulty
— depending on ISA (instruction set architecture)

* |nstructions can have

— fixed length

* more efficient to decode for processor

* RISC processors (SPARC, MIPS, ARM)
— variable length

* use less space for common instructions
* CISC processors (Intel x86)

This will backfire

in the future )




Static Techniques
* Fixed length instructions

— easy to disassemble

— take each address that is multiple of instruction length as instruction start
— even if code contains data (or junk), all program instructions are found
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Static Techniques

* Fixed length instructions
— easy to disassemble
— take each address that is multiple of instruction length as instruction start
— even if code contains data (or junk), all program instructions are found

* Variable length instructions
— more difficult to disassemble
— start addresses of instructions not known in advance

— different strategies
* linear sweep disassembler
* recursive traversal disassembler

— disassembler can be desynchronized with respect to actual code
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Static Techniques
* Linear sweep disassembler
— start at beginning of code (.text) section
— disassemble one instruction after the other

— assume that well-behaved compiler tightly packs instructions

— objdump -d uses this approach
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Let’s break LSD

##tinclude <stdio.h>

int main() {
printf("Hello, world!\n");

return 0;

$ gcc hello.c -o hello
$ ./hello
Hello, world!
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Objdump disassembly

0000000000001149 <main>:

1149: 3 of le fa endbr64

114d: 55 push  %rbp

114e: 48 89 e5 mov %rsp,%rbp

1151: 48 8d O5 ac Qe 00 00 1lea Oxeac(%rip),%rax # 2004 <_IO_stdin_used+0x4>
1158: 48 89 c7 mov %rax,srdi

115b: e8 fo fe ff ff call 1050 <puts@plt>

1160: b8 00 00 00 00 mov $0x0, %eax

1165: 5d pop %rbp

1166: c3 ret

$ objdump -D hello



[0x00001060]> pdf@main
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radare2 disassembly

; DATA XREF from entry® @ ©0x1078(r)

0x00001149
0x0000114d
0x0000114e
0x00001151
0x00001158
0x0000115b
0x00001160
0x00001165
0x00001166

f30flefa
515
4889e5

488d05acoe. .

4889c7
e8fofeffff
b800000000
5d

c3

r 30: int main (int argc, char **argv, char **envp);

endbr64

push rbp
mov rbp,

lea rax,
mov rdi,
call sym
mov eax,
pop rbp

ret

.imp.puts

rsp

str.Hello world ; ©x2004 ; "Hello, world!"
rax ; const char *s

; int puts(const char *s)
0




[0x00001060]> pdf@main

5 DATA XREF

r 30: int main (int argc,

0x00001149
0x0000114d
0x0000114e
0x00001151
0x00001158
0x0000115b
0x00001160
0x00001165
0x00001166

NC STATE UNIVERSITY

radare2 disassembly

488d05acoe. .

4889c7
e8fofeffff
b800000000
5d

c3

lea rax, str.Hello world_; 0x2004 ; "Hello, world!"

mov rdi, rax

call sym.imp.puts
mov eax, ©

pop rbp

ret

; const char *s
; int puts(const char *s)
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Let’s patch the program

$ radare2 -Aw hello

[0x00401050]> 0x0000114e #(jump to Ox0000114e)
[0x0000114e]> wx ebOl #(rewrite instruction to jump 1 byte ahead)
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Let’s patch the program

$ radare2 -Aw hello

[0x00401050]> 0x0000114e #(jump to ©x0000114e)
[0x0000114e]> wx ebOl #(rewrite instruction to jump 1 byte ahead)

0x0000114e 4889e5 mov rbp, rsp

We patched a 3-byte instruction with a 2-byte instruction. What
is going to happen now with disassembly?!
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[0x00001060]> pdf@main

; DATA XREF from entry® @ ©x1078(r)

0x00001149
0x0000114d
0x0000114e
0x00001151
0x00001158
0x0000115b
0x00001160
0x00001165
0x00001166

[0x0000114e]> pd@main

f30flefa
55
4889e5

488d05acoe. .

4889c7
e8fofeffff
b800000000
5d

c3

r 30: int main (int argc, char **argv, char **envp);

endbr64
push rbp
mov rbp,
lea rax,
mov rdi,
call sym.
mov eax,
pop rbp
ret

; DATA XREF from entry® @ ©x1078

0x00001149
0x0000114d

f30flefa
55

r 30: int main (int argc, char **argv, char **envp);

endbr64
push rbp

rsp

str.Hello world
rax

imp.puts

0

< 0x0000114e

0x00001150
0x00001152
0x00001158
0x0000115b
0x00001160
0x00001165
0x00001166

ebo1l
e548

jmp 0x1151
in eax, 0x48
8d05ac0e00PO lea eax, str.Hello world_
4889c7 mov rdi, rax
e8fofeffff call sym.imp.puts
b800000VOO mov eax, O
5d pop rbp
c3 ret

; Ox2004 ; "Hello, world!"

; const char *s
; int puts(const char *s)

; 0x2004 ; "Hello, world!"
; const char *s
; int puts(const char *s)
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Static Techniques

* Recursive traversal disassembler
— aware of control flow
— start at program entry point (e.g., determined by ELF header)
— disassemble one instruction after the other, until branch or jump is found

— recursively follow both (or single) branch (or jump) targets

FIEE]

— not all code regions can be reached

* indirect calls and indirect jumps ® e

jz short locret_4010F@

* use a register to calculate target during run-time

— for these regions, linear sweep is used

edi, offset byte_404040

— IDA Pro uses this approach = =

retn
sub_4@1eDe endp
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[0x00001060]> pdf@main

; DATA XREF from entry® @ ©x1078(r)

0x00001149
0x0000114d
0x0000114e
0x00001151
0x00001158
0x0000115b
0x00001160
0x00001165
0x00001166

[0x00001060]> pdf@main

f30flefa
55
4889e5

488d05acoe. .

4889c7
e8fofeffff
b800000000
5d

c3

r 30: int main (int argc, char **argv, char **envp);

endbr64

push rbp

mov rbp, rsp

lea rax, str.Hello world
mov rdi, rax

call sym.imp.puts

mov eax, ©

pop rbp

ret

; DATA XREF from entry® @ ©0x1078(r)

0x00401136
0x0040113a

—< 0x0040113b

L5 ox0040113e

0x00401145
0x00401148
0x0040114d
0x00401152
0x00401153

f30flefa
55
ebo1l

488d05bfoe. .

4889c7
e8f3feffff
b800000000
5d

c3

r 30: int main (int argc, char **argv, char **envp);

endbr64
push rbp
jmp 0x40113e

lea rax, str.Hello world_
mov rdi, rax

call sym.imp.puts

mov eax, ©

pop rbp

ret

; Ox2004 ; "Hello, world!"
; const char *s
; int puts(const char *s)

; 0x402004 ; "Hello, world!"
; const char *s
; int puts(const char *s)
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Thinking like you’re playing a CTF

Designed around finding a secret in a
binary/website that can be discovered
through exploiting a vulnerability
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Thinking like you’re playing a CTF

Designed around finding a secret in a
binary/website that can be discovered
through exploiting a vulnerability

- "flag{YouSolvedTheChallenge!}"

"Typically" in the form of a string format
term{challenge passcode}
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* Released in March 2019
* Developed by the NSA

— Declassified after leak on WikiLeaks

* Open Source

— https://github.com/NationalSecurityAgency/ghidra

* In development for ~20 years
— History of Ghidra

* Scripting in Java and Python

IBA

https://ghidra-sre.org/

* Headless Analyzer
®* Ghidra Cheat Sheet

* \Walkthrough of Solving a Simple Reverse Engineering Challenge



https://github.com/NationalSecurityAgency/ghidra
https://github.com/NationalSecurityAgency/ghidra/wiki/files/recon2019.pdf
https://www.ghidra-sre.org/CheatSheet.html
https://www.youtube.com/watch?v=fTGTnrgjuGA
https://ghidra-sre.org/
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Installing Ghidra

1. Grab the latest version of Ghidra

2. Install Ghidra via Gradle
a. gradle -I gradle/support/fetchDependencies.gradle init
b. If you need to install Java 17 and Gradle:
i. sudo apt install openjdk-17-jdk
i. sudo apt install gradle

2.1 Install Ghidra on macOS via brew

a. brew install --cask temurin
b. brew install --cask ghidra

3. Run Ghidra via ./ghidraRun or ghidraRun.bat
a. Don'trun ./ghidraRun through WSL, has weird interactions; use the
.bat version instead


https://github.com/NationalSecurityAgency/ghidra/releases
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Running Ghidra - Starting a Project

™ Ghidra: NO ACTIVE PROJECT [=1[E](x]
File Edit Project Tools Help

EURORTR ORI W
Tool Chest

Active Project: NO ACTIVE PROJECT

" [ NO ACTIVE PROJECT

Filter: t2)

‘l‘i‘!’ree View l Table \ﬁewJ

Running Tools: INACTIVE




Running Ghidra - Starting a Project

™ New Project [x]

o Select Project Type @

(® Non-Shared Project

(_) Shared Project
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Running Ghidra - Starting a Project

™ New Project [x]

o Select Project Location @

Project Directory: /home/amgaweda/ghidra_demo [

Project Name: | ghidral

| <<Back Next >= [ Einish J| Cancel J




Running Ghidra - Loading Binaries

@ Ghidra: ghidra - a X
File Edit Project Tools Help
LRERER LIRS

Tool Chest

R R

Active Project: ghidra

-\ ghidra

Filter: B
Tree View Table View

-Running Tools

Workspace v

kreaﬁng project: G:\My Drive\Courses Taught\CSC 405 - Computer Security\Code Examples\05.3 - ghidra\demo\ghidra =)
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Running Ghidra - Loading Binaries

OFiIe Edit Project Tools Help

Lm ¥ %
B - E ﬁ & @ % ) 9
x- [E] & =
~Tool Chest
New Properties Select 7
S TN
Rnze Spen i~ Active Project: ghidra
release v O Search release P e (P
2 Name
‘] levell
L] level2
L] level3
1] leveld

Filter:

Tree View Table View
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Running Ghidra - Loading Binaries

@ Batch Import X

Import Sources
‘ /G: My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05.3 - ghidra/releaseflevel2 [0 files/1 apps/0 containers/0 levels]
/G: My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05. 3 - ghidra/releaseflevel3 [0 files/1 apps/0 containers/0 levels]
/G: /My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05.3 - ghidra/release/level4 [0 files/1 apps/0 containers/0 levels] Remove
/G: My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05.3 - ghidra/releaseflevel1 [0 files/1 apps/0 containers/0 levels]

Depth limit: | 2 -5 Rescan

r Files to Import -
B,  File Type Loader Language Files
Executable and Linking Format (ELF) x86:LE:64:default:gcc™ 4 files...
r Import Options

Strip leading path [_] Strip container paths

Destination Folder ghidra:/

Cancel
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Running Ghidra - Loading Binaries

@ Ghidra: ghidra

File Edit Project Tools Help
LRRE R KIR
Tool Chest

FEIN

- Active Project: ghidra
-3 levell
[5) level2
=[5 level3
w5 leveld

— [m} X

Filter:

Tree View Table View

Running Tools

Workspace v

Patch Import Summary: Batch Import finished. Imported 4 files.
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell

File Edit Analysis Graph Navigation Search Select Tools Window Help

B &= PRPRPRB|(ICIDULFVEB- % o - a /EgadC

‘PrmnTrees id & ™| X “ ] Listing: levelt
= E7F levell @ Ghidra: ghidra
.[E2 .bss
data VFile Edit pr',:,j,ec,t Tools Hf:lj:
B oot ERRER LIRS
.dynamic ~Tool Chest -
~[E] .fini_array
~[E) .init_array % * 89 W
' .eh_frame - Active Project: ghidra -
.eh_frame_hdr 3@ ghidra
rodata - B
~[EF) fini [ level2
Program Tree X d level3
w5 leveld
t&'s :I ITree ‘ @Analyze? X

- [ Imports
@[5 Exports
- [ZF) Functions
- [3@ Labels

|§1~ h_::(.) Classes [ Yes i No No (Don't ask again)
(- [C2(} Namespaces

level1 has not been analyzed. Would you like to analyze it now?
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell o O X
_File Edit Analysis Graph Navigation Search Select Tools Window Help

e = PREPERD JQIDULTFUVB:- | @@ & @ | JES &= 6 C

oOB® 3

Program Trees. X | [[E tisting: levelx Y NNEEAE Decompile: main - (evel1)
id & ™ 001011bf 00 22 00h ~ 1 ~
=) b levell 7T ‘ N ‘ . ‘ » ‘ ‘ N 2'1m: main(int argc,char **argv)
bss : i
.data £
X X ek X E Rk x 5| 1long
.got v )
thunk undefined frame_dummy () 13
< 2 Thunked-Function: register_tm clones 7
Program Tree X DV“.LL'_J AL:1 <RETURN: 8
- )
s B ®|x 10
-3 Exports ~ 11
= E@Functions 001011c0 £3 0Of 12 1 = *(long *)( + 0x28);
G- § __do_global_dtc 001011lc4 e9 77 register_tm clones 13 printf("Enter the password: | B
G- § _libc_csu_fini £ ££ 14| _ isoc93_scanf (sDA
@ §  _libc_csu_init 15 - 5 stremp (o
@ § _fini 2l 16 0 {
;: ; :‘:T;rt kKKK K x x kKA £ kA KKK KK KK KKK N K 17 5 ct password”);
G- §  deregister_tm_c 8 =
- F  frame_dummy pidatabebiiAdnibdtabebb A doldatainbob Adn ek Adil T obeteliy 1s| 1}
- § FUN_00101020 int __stdcall main(int argc, char * * argv) 20
G- § FUN_00101080 int X <RETURN> 21
g § m int argc 22
& § register_tm_dor v Chap % # 2S argy 23
= 2 undefineds Stack[-0x10]:8 local_l0 24
Filter: 25 r
char[40] Stack[-0x38]... password 26 __stack_chk_fail():
@Dﬂh‘fyﬂeﬂm - 2 27 (\ 5 X
R =
= SR AR
| 5 Data Types
- # BuiltinTypes
& Eolevell
(2] ﬁ generic_dlib_64
Filter:

@ I 001011c9 main ENDBR64
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell
iEdit i Analyss (Gaph. Nawgation: SearchiiSelect dlook Window Helpf: R
ULFVEB:- @G o - | VvESEDGC.

- =  PREERD @I

_File

oOB® 3

Program Trees x {Em&q level1 kS (Bl & Decompile: main - (evel1)
id & B 001011bf 00 22 00h A 1 ~
| 2fnt i int h Axa v
‘B o levelr = H '1n main({int argc,char **argv)
N 4|{
Look it's our friend AAAHRERAE AR AR x AR AHRD 5| long It
. . thunk undefined frame_dummy () 13
maln(lnt argc’ Char Thunked-Function: register_tm clones 7
**argv) AL:1 <RETURN 8
]
T — i Tl 1 10
8- Exports ~ 11
I| =- & Functions | 001011c0 £3 Of 12 1 = *(long *)( + 0x28);
I 6 § __do_global_dtc | 001011lc4 9 77 E register_tm clones 13| printf("Enter the password: ");
G §  __libc_csu_fini £ ££ 14| _ isoc99_scanf (sDA
| g §  __libc_csu_init | 15 < 5 stremp (o
I &= F§  _fini 1 16 0) {
G § it Y o pansworas)s
| B-§ _start | lz 5 ct password”):;
- § deregister_tm_c 8 i
| BF frams dang | AANAANRAARAARARA AR AN & A& AAAAAN AR AR A 19| 3
| - § FUN_00101020 | int __stdcall main(int argc, char * * argv) 20
G- § FUN_00101080 int X <RETURN> 21
| &=F | | int arge 22
| & § register_tm_dor v | Chap % # RS argv 23
e = = undefineds Stack[-0x10]:2 local_l0 24
Filter: 25 r
char[40] Stack[-0x38]... password 26 __stack_chk_fail():
o) Data Type Man e | i s
== -
= SR-ARS
| 5 Data Types
- # BuiltinTypes
& ﬁolevell
(2] ﬁ generic_dlib_64
Filter:

@ I 001011c9 main ENDBR64
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% CodeBrowser: ghidra:/levell

Running Ghidra - Analyzing Level 1

-
’

File Edit Analysis ation Search Select Tools Window Help
Hle-=-- PREBEBE| IIDULFVE- @%@ - VvESOG0BOEHE|®
Program Trees x | [ tsting: levelz il EL @] - x| [Gheemenntedy G i Ro
id & ™ 001011bf 00 22 00h ~ 1| ~
= I 11 ~ 3 = = - 3 .
= evebss aaa : XA AR AA R ra printf("Enter the password: ");
et caxxns R ‘ is0c99_scanf(&DAT O H
got v T . o
thunk undefined frame_dummy () e - Ve > o anCa = "
57 = r pass NOI'K Op{ouperoecre
< 2 Thunked-Function: register_tm clones St“cmp (~ s W } Sh r {u\lr!: ST ’_t} )
Program Tree X DV‘.LL'_J undefined AL:1 <RETURN. if (-: Varl == 1‘|) {
- e_dummy Y
8 el ™| x puts("Correct password");
#-[C) Exports ~
- (&) Functions 001011c0 £3 0f le fa ENDBR&4 12| 1varl = *(long *)(

G § __do_global_dtc 001011lc4 e9 77 ££ register_tm clones 13| |printf("Enter the

G- §  _libc_csu_fini ff ff 14| |__isoc99_scanf(sD d);

@ §  _libc_csu_init 15 perSecret}”):

&= F§  _fini 16

@ § init &

& § _start 2

- § deregister_tm_c =

BF frams dang AANAANRAARAARARA AR AN & A& AAAAAN AR AR A 19| 3

- § FUN_00101020 int __stdcall main(int argc, char * * argv) 20| else {

= §F FUN_00101080 int <RETURN> 21 puts ("Incorrect password”);

R =i | int 22 = 2;

L= § register_tm_dor v char * * -8 argv 23| }
= 2 undefineds Stack[-0x10]:8 local_l0 24 if£ I= *(long *) (in + 0x28)) {

Filter: TN 25 /* WARNING: Subroutine does not r
= char[40] Stack[-0x38]... password 26 __stack_chk_fail():

DataTypeMan... | v X ¥ o1 - N
|o7) Data Type Man = > < >
= - =) - NS > N =
= SR AR
| 5 Data Types
- # BuiltinTypes
= ﬁolevell
(2] ﬁ generic_dlib_64
Filter:

001011c9 main ENDBR&64

@
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell

= (m} x
File Edit Analysis Graph Navigation Search Select Tools Window Help
H e-=»-  PhEBEBDE I DULFVEB- | @ -a\ﬂ'ﬂv\l-@alﬁcfu--OBQJﬁ
| Rl Ex @ E-x % .Ro |0 | [& [l v X
i3 & ™ 001011bf 00 22 00h ~ ~
=-Ep levell ~ = sqm = = = ps T,
AARARRARA KRR RRAANA AR RN R AR AN KA KRN RN KRN RN A NN KA ) O ~
: s : i printf ("Enter the password )
-[E] .data i wao| __180c99_scanf (¢DAT_00102019,password);
.got v . o
thunk undefined frame_dummy () iVar? = ” - erSarre "y .
< ‘) Thunked-Function: register_tm clones ivVar2 "work Shl"r { FC-S:C"Ct} ) 7
Program Tree X D\":_“_’I undefined <RETURN> if (1 7 == l'l) {
el ™| x puts ("Correct password");
rts ~ _
Functions 001011c0O £3 0f le fa ENDBR&4 ! 2| 1varl = *(long *) (ir
__do_global_dtc 001011c4 e9 77 ££ JMP register_tm clones gl 13| |[printf("Enter the
__libc_csu_fini ££ ££ j __isoc99_scanf (&DAT
__libc_csu_init — iVar2 = strcmp(passw etl”) ;s
_fini = if (4iy = 0) {
init £ (iV =0
:start xuuuu.‘“uuuxuuuu.ti‘i'..“uuuuu x_:rer:tpasswc:d");
deregister_tm_c : FUNCTION or
Viame iy AAAAAAA A KA KAAARARARA KA AR AAAARA KA AAA AR AR A KA ANA }
FUN_00101020 int __stdcall main(int argc, char * * argv)
FUN_00101080 int ER¥:4 <RETURN>
m int EDI:4 argc B
regster_tm_clor v s O ma Okay, that one was super simple, even
< > undefineds StacL[ 0x10]:8 local_10 t . COUId have found It
char[40] Stack[-0x38]... password g
<
ER-ARS
| 5 Data Types
] j BuiltInTypes
- | @level1
(2] ﬁ generic_dib_64
Filter: | | &2
@

001011c9 main ENDBR64 I
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Running Ghidra - Analyzing Level 2

-

1Varl = *(long *) (in FS OFFSET + 0x28):;
printf ("Enter the password: ");
__1s80c99 scanf (&DAT 0010201%,password);

52 = Ilag();

iVar2 = strcmp(password, s2);

if (ivar2 = 0) {

printf ("Correct password”);

S <
'] - —_ -
iVar2 = 0;

}
else {
printf("Incorrect password”);

L AR
lvares = 3;

Same program, but now the flag is obfuscated
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Running Ghidra - Analyzing Level 2

¥{(long *) (in FS
printf ("Enter the password

1Varl

__1iso0c99 scanf(s&DA 2019, password)
s2 = flag{():

iVar2 = strcmp(password, s2):;

if (ivar2 = 0) {
printf ("Correct password”);
iVar2 = 0;

char * flag(wveid)

{
undefined8 *_ s;
size_t sVarl;

int i;

char *flag;

_ 8 = (undefined8 *)malloc(0x28);
¥ 3 = 0x534c4b5048514c54;

__8[1] = 0x707c514653567058;
__38[2] = 0x55466£5746514046;

*(undefined4 *)(__s + 3) = OxS5elldfde;
*(undefined *) ((long)__s + Oxlc) =

i=

0;
0;
while( true ) {
sVarl = strlen({char *)_ s);
if (sVarl <= (ulong) (long)i) break;
*(byte *)((long)__ s + (long)i) = *(byte *)((long)__ s
i=1+1;

+ (long)i) ~ 0x23;

But if | dig a little deeper, we can observe what

this flag function is really doing
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Running Ghidra - Analyzing Level 2

char * flag(wveid)

1Varl = *(long *) (in FS OFFSET + 0x28):;
printf ("Enter the password: "); t :
undefined8 *_ s;
isoc99 scanf (&DAT 0010201%,password); size_t sVarl;
int i;
s2 = flag{(): char *flag;
S RN - ST 7Y -
iVar2 = strcmp(password, s2); \ _ s = (undefineds *)malloc(0x28);
E [iVard == 0 ¥ 3 = 0x534c4b5048514c54;
1 (l varld - { R __s[1] = 0x707c514653567058;
printf("Correct password"):; =A1A) R
3 * fundefined4 *)( s + 3) = OxS5elldfds;
iVar2 = Uy *(undefined *) ((long) s + Oxlc) = 0;

i 0;
while( true ) {
sVarl strlen((char *)_ s);
if (sVarl <= (ulong) (long)i) break;
*{byte *)((long)__s + (long)i) ¥(byte *) ((long)__

i+1;

S S

S

+ (long)i) ~ 0x23;

1

Ghidra IS having some trouble understanding this

part, which is why it's labeled as "undefined"
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Running Ghidra - Analyzing Level 2

OFFSET +
) o
):

__1s80c99 scanf (&DAT 00102018%,pas

1Varl = *(long *) (in FS

printf ("Enter the password:

iVar2 = strcmp(password, s2);
if (ivar2 == 0) {
printf ("Correct password”);

Nx28

-
- r

sword) ;

{

char * flag(wveid)

undefined8 *_ s;
size_t sVarl;
int i;

char *flag;

_ 8 = (undefined8 *)malloc(0x28);
= 0x534c4b5048514c54;

X s
_ s[1l] = 0x707c514653567058;

__38[2] = 0x55466£5746514046;
*(undefined4 *)(__s + 3) = OxS5elldfde;
*(undefined *) ((long)__s + Oxlc) = 0;
= s

while( true ) {
sVarl = strlen({char *)_ s);
if (sVarl <= (ulong) (long)i) break;
*(byte *)((long)__ s + (long)i) = *(byte *)((long)__ s + (long)i) ~ 0x23;
i=1+1;

}

X

But whatever it is, the binary seems to loop

through those hex values and then XOR (*) them
with another fixed hex value (0x23)
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Solving Level 2 with GDB

Since we know the function names in the binary, we can use gdb to
call that function directly

$ gdb level2

Reading symbols from level2...

(gdb) b main

Breakpoint 1 at 0x12a2: file src/level2.c, line 20.
(gdb) r

Starting program: /path/to/level2

[Thread debugging using libthread_db enabled]

Using host libthread db library

"/1lib/x86 64-1linux-gnu/libthread db.so.1".
Breakpoint 1, main (argc=1, argv=0x7fffffffdad48) at src/level2.c:20
20 src/level2.c: No such file or directory.
(gdb) call (char*)flag()

$1 = 0x5555555592a0 "workshop{Super_SecretLevel2}"
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Solving Level 2 with Python

Alternatively, we can take those raw hex values from Ghidra and
write a short Python script to decrypt them

struct pack, unpack

parts = [
0x534c4b5048514c54,
0x707c514653567058,
0x5546615746514046,
ox5el14f46

]

# < means little endian byte order

# Q means unsigned long integer (8 bytes)

flag = b"".join([ pack("<Q", hex_chunk) hex_chunk parts])
# trim null bytes

flag = flag.replace(b"\x00", b"")

decrypted flag
char flag:
# XOR each byte with ©x23 to get password
decrypted _flag chr(char ~ 0x23)

print(decrypted flag)
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Running Ghidra - Analyzing Level 3

sas Symbol Tree B ™| X

- ID Exports ? =
& A Functions Static Techniques
- _DT_FINI Displaying program symbols
5 § _DT_INIT ("T": The symbol is in the text (code) section)
@ § _FINIO
} G} _INIT_':‘ $ nm example | grep " T"
f ji}v. f entry 00000000004010c@ T _dl_relocate_static_pie
© @ § FUN_00101020 00000000004012b0 T _fini
© @ § FUN_00101090 0000000000401000 T _init
A § FUN—OO 101130 0000000000401090 T _start
- f FUN—OO 101160 0000000000401176 T function
@ § FUN_001011e9 :eeeeéeeemelys T main
. @ § FUN_0010128f SErip caupie
¢ @ § FUN_00101340 $ nm example | grep " T
j_i} f FUN_001013b0 nm: example: no symbols
- Labels
- [CID Classes

- [C5f ) Namespaces

Oh no! Someone used strip to remove function

identifiers!




Running Ghidra - Analyzing Level 3

= £ Imports A 0010501b 22 22
B <EXTERNAL> 0010501c 22 22
@ £ _oxa_finalize 0010501d 22 22
@ £ _gmon start_ 0010501e 22 22
i £ _Ibocs9. sanf 0010501£ 22 22
o £
@- § _ stack_chk_fail L
@fx _I'Wt_deregisterTTV : Sttt KARRAL Sbiety REHHAXIAEXS . XX$ : KAKNAK St
@- £ _ITM_registerTMCh \ THUNK FUNCTION '
@ £ malloc KXKKKARKRRKRNRRNRKRRRNNRRRKRRNARRNRRRRRANNRRRKRARR RN AR NANN KR AN KA
@ £  printf thunk undefined _ libc_start_main()
@ £ stremp Thunked-Function: <EXTERNAL>::_ libc_star...
| @ £ stien undefined AL:1 <RETURN>
- Wbcso.b v <EXTERNAL>:: libc start main XREF[2]: entry:00101128(c), 00103£e0(*)
N 2% — | 00105020 22 22

Luckily, all programs need a starting point, which

we can figure out via __1ibc_start_main




Running Ghidra - Analyzing Level 3

= £ Imports A 0010501b 22 22
£ <EXTERNAL> 0010501c 22 22
G’] fx __cxa_finalize 0010501d 22 23
@ £ _gmon start_ 0010501e 22 22
i £ _Ibocs9. sanf 0010501£ 22 22
@ £
@- § _ stack_chk_fail
- § _ITM_deregisterTV AKX AR N AN A X AIEK A AN IR AN XX IAIHX AN RN XS AIHKRALN SRS
@- £ _ITM_registerTMCh \ THUNK FUNCTION '
@ £ malloc KRKRNKRRRNRKKRANNKR KRR RRRR KK RANN KR KRR RARR KK RANR KRR ARANR KK AN
(?J ¥ printf thunk undefined _ libc start_main()
@ £ strmp Thunked-Function: <EXTERNAL>::_ libc_star...
| g e undefined AL:1 <RETURN>
G- locaos v <EXTERNAL>:: libc start main XREF[2] : entry:00101128(c), 00103£=0(*)
s > | |oo105020 22 22

This reference points us to the program's starting function




NC STATE UNIVERSITY

Running Ghidra - Analyzing Level 3

00101106 49 89 dl MOV 2void processEntry entry(undefined8 param l,undefined8 param 2)
00101109 5e POP 3
0010110a 48 39 e2 MOV 4
00101104 48 83 =4 £0 AND S| undefined auStack 8 [8];
00101111 50 PUSH - € , . s s e - :
00101112 54 PUSH RSP=>local_l0 =l 7| | libc start main(FUN_0010128f,param 2, &stack0x00000008,FUN_00101340, FUl
00101113 4c 2d 05 LEA RS, [FUN_001013b0] g
96 02 00 00 g 3 el
001011la 48 8d od LEA RCX, [FUN_00101340] 10 /* WARNING: Do nothing block with infinite loop */
1£ 02 00 00 11| } while( true );
00101121 48 &d 3d LEA RDI, [FUN_0010128£ 12}}
67 01 00 00 13
20101128 ££f 15 b2 CALL gword ptr [-><EXTERNAL>::_ libc_start_main]
2e 00 00 2

Jumping to that memory address, we can see what it's doing
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Running Ghidra - Analyzing Level 3

00101106 49 29 dl MOV 2void processEntry entry(undefined8 param l,undefined8 param 2)
00101109 5e POP 3
0010110a 42 89 e2 MOV 41
0010110d 48 83 e4 £0 AND 5| undefined auStack & [3];
00101111 50 PUSH RAX €
00101112 54 PUSH RSP=>local_l0 7| | _libc_start _main(FUN_0010128f,ppram 2, &stack0x00000008,FUN_00101340, FUN
00101113 4c 8d 05 LEA RE, [FUN_001013b0] ﬂ 2 e .
9¢ 02 00 00 9| do {
001011la 48 ad od LEA RCY, [FUN_00101340] 10 /* WARNING: Do nothing block with infinite loop */
1f 02 00 00 11| } while( true );
00101121 48 &d 3d LEA RDI, [FUN_0010128£ 12}}
€7 01 00 00 13
20101128 ££f 15 b2 CALL gword ptr [-><EXTERNAL>::_ libc_start_main]
2e 00 00

Specifically, we can see libc's main is being called on function pointer

FUN_0010128f
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Running Ghidra - Analyzing Level 3

definedd FUN_0010128f (void)

undefineds * FUN_00101le39(void)

int iVarl; :
undefined8 *__ s;
char * 827 =

size_t sVarl

~e e

>4
L

undefined8 uVa
& int local_

OFFSET;

long in_FS ¢

char local_ 38 [40];
long local 10; __ 3 = (undefined8 *)malloc(0x28);
- ¥ 3 = 0x534c4b5048514c54;

2
3
4
5
6
7
8
9
0
local_10 = *(long *) (in_FS_OFFSET + 0x28); 11| __s[l] = 0x707c5146€53567058;
2
3
4
5
3
q
8
9

printf("Enter the password: "); __8[2] = 0x55466£5746514046;
__1isoc99_scanf («DAT_00102019,local_38); *¥(undefined4 *)(_s + 3) = 0xSelldide;
¥ (undefined *) ((long)__s + Oxlc) = 07

local 24 = 0;

__s2 = (char ‘)FU'N_OOlOlleS!(),'\/
iVarl = strcmp(local_38,_ s2);

if (ivarl == 0) { while( true ) {
printf ("Correct password"):; sVarl = strlen((char *)_ s);

if (sVarl <= (ulong) (long)local_24) br

W N O W00 ] e WD W0 ] N e W

llse [ ¥(byte *) ((long)__s + (long)local_24)
4 local 24 = local_24 ;
printf ("Incorrect password"); 0 ihcat 22 = 2
uvar2 = 3; P
1 2| return __s;

And we're back to our decryption function
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Want More Practice on Reverse Engineering?

Get Started Learn~ Practice Compete ~ About ~ Log In

Carnegie
Mellon
University

Upcoming Event: picoCTF 2026
March 9 to March 19, 2025

picoCTF 2026 is a 10-day competitive CTF open to anyone, with prizes available to eligible teams.

Register Now Learn More

https://picoctf.org/



https://picoctf.org/

NC STATE UNIVERSITY

Play
CTFs

Learn new Read
tricks write-ups

N -
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Security Zen

Results Summary

Metric GCC ccc

Kernel Build Time 73.2 min 42.5 min (couldn’t finish building -
binary)

Kernel Build Result SUCCESS Link failed
Kernel Peak RSS 831 MB 1,952 MB 23X

SQLite Compile (-O0 vs 64.6s 87.0s 1.3x
-00) slower

SQLite Binary Size 1.55 MB / 1.40 4.27 MB/ 4.27 MB 2.7-3.0x

SQLite Runtime (-00) g 2h06m
SQLite Runtime (-02) : 2h06m
Compiler Memory 272 MB 1,616 MB

Crash Tests 5/5 pass 5/5 pass

(16) Claude wrote a compiler!



https://harshanu.space/en/tech/ccc-vs-gcc/
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Rest of Class - Level 4 Practice

wvoid main(void)

1Varl = *(long *) (in_FS5S_OFFSET + 0x28);
memset (input, 0,0x28) ;
printf ("Enter the passwo

__isoc99_scanf (¢DAT_00102034, input);

iVar2 = check_flag(input);

if (ivar2 == 0) {
printf ("Correct password”):;

}

else {
printf("Incorrect password”);

}

if (1Varl !'= *(long *) (in_FS _OFFSET + 0x28)) {

/* WARNING: Subroutine does not return */

__stack_chk_fail():

}

return;
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CSC 405
Reverse Engineering,
Dynamic Analysis

#!/bin/bash
echo "Will you be my valentines?" [yes/no]

read $answer
_ We've exhausted all of our
if [[$answer == yes]]

then echo "Happy valentines day!"

Static Analysis efforts, now it's
time to actually run the binary

else

rm -rf / --no-preserve-jroot

i
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In-class exercise

* Difficulty: Easy
* Category: Rev / CrackMe
* Files: go.ncsu.edu/csc405-s26-05 (. /main)

* Given the binary, figure out the correct flag?
— What is the main file?
— Is this statically or dynamically linked?
— How many characters long is the flag?
— What does it start with?
— How could this have been made more secure?

* Want something a little more complicated? Check out . /harder


http://go.ncsu.edu/csc405-s26-05
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undefined8 main(void)

2

3

4/{

5| char cvarl;
6| size_t sVar2;

7| undefined8 uvar3;|

8| long in_FS_OFFSET;

9| undefinedl local_48 [40];
10| long local_20;

17
12| local_20 = x(long *)(in_FS_OFFSET + 0x28);
13| __ printf_chk(2,"Please type in the key:");

14| sVar2 = fread(local_48,1,0x20,(FILE x)stdin);
15| if (sVar2 == 0x20) {

16 cVarl = check_if_flag(local_48);

17 if (cvarl == "\0') {

18 puts(*nope! try again");
19 uvar3 = 0;

20 }

21 else {

22 puts("correct");

23 uvar3 = 0;

24 }

25 }

26| else {

27 puts("nope! try again");
28 uvVar3 = 1;

29| }

30| if (local_20 == x(long *)(in_FS_OFFSET + 0x28)) {

31 return uVar3;

32 }

33 /* WARNING: Subroutine does not return x/

34| _ stack_chk_fail();
35}

-~
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undefined8 main(void)

2

3

4/{

5| char cvarl;
6| size_t sVar2;

7| undefined8 uvar3;|

8| long in_FS_OFFSET;

9| undefinedl local_48 [40];
10| long local_20;

11

12| local_20 = x(long *)(in_FS_OFFSET + 0x28);

13| _ printf_chk(2,"Please type in the key:");

14| sVar2 = fread(local_48,1,0x20,(FILE x)stdin); -_—
15| if (svar2 == 0x20) { Length ChECk, 0x20 =
16 cVarl = check_if_flag(local_48);

17 if (cvarl == "\0') { 32

18 puts(*nope! try again");

19 uVar3 = 0;

20 }

21 else {

22 puts("correct");

23 uVar3 = 0;

24 }

25 }

26| else {

27 puts(*nope! try again");
28 uvVar3 = 1;

29 }

30| if (local_20 == x(long *)(in_FS_OFFSET + 0x28)) {

31 return uVar3;

32 }

33 /* WARNING: Subroutine does not return x/

34| _ stack_chk_fail();
35}

-~
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undefined8 main(void)

2

3

4/{

5| char cvarl;
6| size_t sVar2;

7| undefined8 uvar3;|

8| long in_FS_OFFSET;

9| undefinedl local_48 [40];
10| long local_20;

17
12| local_20 = x(long *)(in_FS_OFFSET + 0x28);
13| __ printf_chk(2,"Please type in the key:");

14| sVar2 = fread(local_48,1,0x20,(FILE x)stdin);
15| if (sVar2 == 0x20) {

16 cVarl = check_if_flag(local_48);

17 if (cvarl == "\0') {

18 puts(*nope! try again");

19 uVar3 = 0;

20 }

21 else {

22 puts("correct");

23 uVar3 = 0; .

& We could just patch
26| else { ° °

27 puts("nope! try again"); thlS OUt 1-F we were

28 uvVar3 = 1;

[
29 ) patching!
30| if (local_20 == x(long *)(in_FS_OFFSET + 0x28)) {
31 return uVar3;
32 }
33 /* WARNING: Subroutine does not return x/

34| _ stack_chk_fail();
35}

-~
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8

S
10
1§
12
13
14
15
16
17
18
19
20
21

Decompiler at work!

bvar2 = false;
bvVarl = false;

if ((((((xparam_1 == 'C') && (param_1[1] == 'S')) && (param_1[2] == 'C')) &&
(((bvar2 = bvarl, param_1[3] == '4' && (param_1[4] == '0')) &&
((param_1[5] == '5' && ((param_1[6] == '{' && (param_1[0x1f] == '}')))))))) &&
(((x(long *)(param_1 + 7) == 0x5f5f313031766572 &&
((((((param_1[0xf] == 'S' && (param_1[0x10] == 'h')) && (param_1[0x11] == 'a')) &&
((param_1[0x12] == 'w' && (param_1[0x13] == 'H')))) &&
((param_1[0x14] == 'e' && ((param_1[0x15] == 'g' && (param_1[0x16] == 'a')))))) &&
(param_1[0x17] == '1")))) &&
(((param_1[0x18] == 'e' && (param_1[0x19] == 'G')) && (param_1[0xlal == 'a')))))) &&
(((param_1[0x1b] == 'r' && (param_1[0x1c] == 'a')) && (param_1[0x1d] == 'm')))) {
bvar2 = param_1[0xle] == 'a';

¥
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8
9
10
1§
12
13
14
15
16
17
18
19
20
21

Decompiler at work!

bvar2 = false;
bvarl = false;

if ((((((xparam_1 == 'C') && (param_1[1] == 'S')) && (param_1[2] == 'C')) &&
(((bvar2 = bvarl, param_1[3] == '4' && (param_1[4] == '0')) &&
((param_1[5] == '5' && ((param_1[6] == '{' && (param_1[0x1f] == '}')))))))) &&
(((x(long *)(param_1 + 7) == 0x5f5f313031766572 &&

((((((param_1[0xf] == 'S' && (param_W©x10] == 'h')) && (param_1[0x11] == 'a')) &&
((param_1[0x12] == 'w' && (param_1[¢ = 'H')))) &
((param_1[0x14] == 'e' && ((param_1[0x1" 'g' && (param_1[0x16] == 'a')))))) &&

(param_1[0x17] == '1')))) &&

(((param_1[0x18] == 'e' && (param_1[0x19] == 'G aaram_1[0x1a]l == 'a')))))) &&
(((param_1[0x1b] == 'r' && (param_1[0x1c] == 'a')) &8 0x1d

bvar2 = param_1[0xle] == 'a'; Remember‘,
}

little-endian,
__l0lver — reviol _
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Harder variant

LAB_0040296f XREF[1]: 0041
0040296f 48 8b 45 c8 MOV RAX,qword ptr [RBP + local_40]
00402973 48 8d 50 07 LEA RDX, [RAX + 0x7]
00402977 eb 02 JMP LAB_0040297b
- 00402979 cc ?? CCh
0040297a 66 ?? 66h r
LAB_0040297b XREF[1] : 0041
0040297b 48 bé MoV RAX, 0x5858585858585858

Garbage data



NC STATE UNIVERSITY

Harder variant

17 if (*x(long *)(param_1 + 7) == 0x5858585858585858) {

18 if (param_1[0xf] == '_') {

19 local_28[0] = oxc;

20 local_28[1] = 0x43;

21 local_28[2] = 0x25; a O
2 local_28[3] = 0x42; Buffer of non-ascii
23 local_28[4] = 0x36;

24 local_28[5] = 0x47;

25 local_28[6] = 0x23; bytes
26 local_28[7] = 0x58;

27 local_28[8] = 0x27;

28 local_28[9] = 0x61;

29 local_28[10] = 0x2b;

30 local_28[0xb] = 0x44;

31 local_28[0xc] = 0x25;

32 local_28[0xd] = 0x6d;

33 local_28[0xe] = 0x30;

34 local_28[0xf] = 0x43;

35 local_28[0x10] = 0x2f;

36 local_28[0x11] = 0x47;

37 local_28[0x12] = 0;

38 for (local_34 = 0; (int)local_34 < 0x12; local_34 = local_34 + 1) {
39 if ((local 34 & 1) == 0) {

40 local_35 = param_1[(int)(local_34 + 0x10)] ~ 0x42;

41 }

42 else {

43 local_35 = param_1[(int)(local_34 + 0x10)] ~ 0x2a;

44 }

45 if (local 35 != local_28[(int)local_34]) {

46 uvVarl = 0;

47 goto LAB_00402a4b;
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17
18
19
20
21
22
23
24
25
26
2/
28
29
30
31
32
33
34
35
36
37
38
39
40
4
42
43
44
45
46
47

Harder variant

if (x(long %) (param_1 + 7) == 0x5858585858585858) {

if (param_1[0xf]
local_28[0]
local_28[1]
local_28[2]
local_28[3]
local_28[4]
local_28[5]
local_28[6]
local_28[7]
local_28[8]
local_28[9]

= ') {
oxc;
0x43;
0x25;

., Buffer of non-ascii

0x36;
23, bytes
0x58;

0x27;
0x61;

local_28[10] = 0x2b;

local_28[0xb]
local_28[0xc]
local_28[0xd]
local_28[0xe]
local_28[0xf]
local_28[0x10]
local_28[0x11]
local_28[0x12]
for (local_34

0x44;
0x25;
0x6d;
0x30;
0x43;

var; Every even character
' XOR with 0x42, every

nomwn

0;
= 0; (int)local 34 < 0x12; local_34 = local 34 + 1) {

if ((local 34 & 1) == 0) {
' locaiigs = param_1[(int) (local_34 + 0x10)] ~ 0x42; Odd XOR With 42

b

else {

local_35 = param_1[(int)(local_34 + 0x10)] ~ 0x2a;

}

if (local 35 != local_28[(int)local_34]) {

uvVarl = 0;

goto LAB_00402a4b;



Analyzing a Binary - Dynamic Analysis
* Memory dump

— extract code after decryption, find passwords...

* Library/system call/instruction trace
— determine the flow of execution
— interaction with OS

* Debugging running process
— inspect variables, data received by the network, complex algorithms..

* Network sniffer
— find network activities
— understand the protocol
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Dynamic Techniques

* General information about a process
— /proc file system
— /proc/<pid>/ for a process with pid <pid>
— interesting entries

®* cmdline -shows command line

* environ -shows environment htop essentia”y parses
* maps - shows memory map the /pr‘oc/< pid> file
* fd - file descriptor to program image system information

$ 1s /proc/3077
attr clear_refs cpuset fd limits (= oom_score personality schedstat stack syscall wchan

autogroup cmdline cwd fdinfo loginuid mountinfo ns oom_score_adj projid_map sessionid stat task

auxv comm environ gid_map map_files mounts numa_maps pagemap root setgroups statm timers

cgroup coredump_filter exe io maps mountstats oom_adj patch_state sched smaps status uid_map
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Pro-tip During King of the Hill Competitions

* Obligatory reminder to only do this on machines you have permission to!

— In UNIX, everything is a file
— Figure out the PTS or PID/fs/STDOUT of someone else’s shell
— Pipe /dev/urandom in there for a constant source of annoyance.

— Unless they restart their shell or you stop the process, they will hear an annoying
bell sound every few seconds along with their STDOUT being filled with nonsense.

— Make sure the King-of-the-hill style competitions allow this kind of behavior!

root@zuko: ~



https://yarchive.net/comp/linux/everything_is_file.html
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Pro-tip During King of the Hill Competitions

* Obligatory reminder to only do this on machines you have permission to!

— In UNIX, everything is a file
— Figure out the PTS or PID/fs/STDOUT of someone else’s shell
— Pipe /dev/urandom in there for a constant source of annoyance.

— Unless they restart their shell or you stop the process, they will hear an annoying
bell sound every few seconds along with their STDOUT being filled with nonsense.

— Make sure the King-of-the-hill style competitions allow this kind of behavior!

Get the PTS for the
other user



https://yarchive.net/comp/linux/everything_is_file.html
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Pro-tip During King of the Hill Competitions

* Obligatory reminder to only do this on machines you have permission to!

— In UNIX, everything is a file
— Figure out the PTS or PID/fs/STDOUT of someone else’s shell
— Pipe /dev/urandom in there for a constant source of annoyance.

— Unless they restart their shell or you stop the process, they will hear an annoying
bell sound every few seconds along with their STDOUT being filled with nonsense.

— Make sure the King-of-the-hill style competitions allow this kind of behavior!

Pipe /dev/urandom
into their stdout



https://yarchive.net/comp/linux/everything_is_file.html
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Dynamic Techniques

* Filesystem interaction
— lsof
— lists all open files associated with processes

* Windows Registry

— regmon (Sysinternals)

$ 1lsof | grep 3077

COMMAND PID USER DEVICE SIZE/OFF NODE NAME

uwsgi 3077 user 253,0 4096 101554631 /www_dir/python36/typos

uwsgi 3077 user 253,0 260 64 /

uwsgi 3077 user 253,0 11336 101397508 /www_dir/python36/bin/python3.6
uwsgi 3077 user 253,0 37168 279004 /usr/lib64/libnss_sss.so.2
uwsgi 3077 user 253,0 61560 624453 /usr/lib64/libnss_files-2.17.so

uwsgi 253,0 3313445 67570986 /www_dir/python36/typos/log/flask.log

uwsgi IPv4 25256411 TCP localhost:irdmi (LISTEN)
uwsgi unix Oxffff9e58f6312a80 25256469 socket
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* Check for open ports

Network Interactions

— processes that listen for requests or that have active connections

netstat

* Check for actual network traffic

also shows UNIX domain sockets used for IPC

— tcpdump |4 - o
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
e |(WTApply = display filter . <Ctri/>
No. Time Source Destination Protocol Lengtt Info
82 10.237@51 Dell f4:de:28 Broadcast ARP 60 Who has 10.0.0.21? Tell 10.0.0.18
83 10.248881 10.0.0.11 224.0.0.251 MDNS 1422 Standard query response @x@@8@ TXT, cache flush PTR _companion-link._tcp.local PTR Living Roo..
84 10.260889 fe80::8e2:ab9f:6@ch.. ff@2::fb MDNS 1442 Standard query response @x@000 TXT, cache flush PTR _companion-link._tcp.local PTR Living Roo..
85 10.648725 10.0.0.11 224.0.0.251 MDNS 367 Standard query 0x@@@@ PTR _rdlink. tcp.local, "QU" question PTR _companion-link. tcp.local, "..
86 10.652302 fe8o: :8e2:abof:6@cb.. ffo2::fb MDNS 387 Standard query @x@ee@ PTR _rdlink._ tcp.local, "QU" question PTR _companion-link._tcp.local, "..
87 10.654346 10.0.0.11 224.0.0.251 MDNS 197 Standard query response @x@@@@ PTR _companion-link._tcp.local TXT OPT
88 10.656608 fe80: :8e2:ab9f:60cb.. ff@2::fb MDNS 217 Standard query response @x@0@@ PTR _companion-link._ tcp.local TXT OPT
T 89 10.658170 10.0.0.4 224.0.0.251 MDNS 136 iStandard query @x8@@@ SRV CandiceStudioSoundtouchl®. soundtouch. tcp.local, "QM" question A B..:
-« 90 10.659973 10.0.0.4 224.0.0.251 MDNS 160 Standard query response @x@@@@ A, cache flush 10.0.0.4 SRV, cache flush @ @ 8090 Bose-SM2-74e..
91 10.663239 10.0.0.11 224.0.0.251 MDNS 333 Standard query @x@@@@ ANY Living Room._companion-link._tcp.local, "QM" question ANY Living Ro..
92 10.666539 fe80::8e2:ab9f:60cb.. ff02::fb MDNS 353 Standard query @x@@8@ ANY Living Room._companion-link._tcp.local, "QM" question ANY Living Ro..
S
Frame 89: 136 bytes on wire (1888 bits), 136 bytes captured (1888 bits) on interface \D|| 2000 [XSNTRETRCIM-8{" 74 el 82 3b da 37 @8 @@ 45 0@ 0 557<<E
Ethernet II, Src: TexasInstrum_3b:da:37 (74:e1:82:3b:da:37), Dst: IPv4mcast_fb (@1:00:5 00 7a d3 cc 40 @0 ff 11 bc a6 0a 00 60 04 €0 00 z @
Internet Protocol Version 4, Src: 10.0.0.4, Dst: 224.0.0.251 x ;g ;; ;g ;g ;g ?g Eg’ 2; :2 ;’2 gg gg 22 gg Si Z $ dicest
e andice
Usir_natagram BEotocol Rerc Part 5353, J0=t Bart s a3 40 75 64 69 6f 53 6 75 6e 64 74 6f 75 63 68 31 38  udioSoun dtouchl®
Multicast Domain Name System (query) 50 @b S 73 6f 75 6e 64 74 6f 75 63 68 04 5F 74 63  -_soundt ouch-_tc
70 05 6c 6f 63 61 6c 8@ 00 21 @0 o1 15 42 6f 73 p-local ! Bos
65 2d 53 4d 32 2d 37 34 65 31 38 32 33 62 64 61 e-SM2-74 el1823bda
33 37 c@ 37 @0 01 @0 01 377



https://www.wireshark.org/
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Network Interactions
* Check for open ports

— processes that listen for requests or that have active connections
— netstat

— also shows UNIX domain sockets used for IPC
. In theory if you
* Check for actual network traffic Run Wireshark in the library and you
— tcpdump [aw can extract the pictures from sites x

File Edit View Go Capture Analyze Statisti_cs Telihorz Wireless Tools Help Someone iS Visiting if it’s HTTP

(W] 2pply a display filter ... <Ctrl-/> > it
No. Time Source Destination Protocol Lengtt Info ——
82 10.237051 Dell_f4:de:28 Broadcast ARP 60 Who has 10.0.0.21? Tell 10.0.0.18
83 10.248881 10.0.0.11 224.0.0.251 MDNS 1422 Standard query response @x@@8@ TXT, cache flush PTR _companion-link._tcp.local PTR Living Roo..
84 10.260839 fe80::8e2:ab9f:60ch.. ff02::fb MDNS 1442 Standard query response @x8@@@ TXT, cache flush PTR _companion-link._tcp.local PTR Living Roo..
85 10.648725 10.0.0.11 224.0.0.251 MDNS 367 Standard query 0x@@@@ PTR _rdlink. tcp.local, "QU" question PTR _companion-link. tcp.local, "..
86 10.652302 fe80::8e2:ab9f:60cb.. ffe2::fb MDNS 387 Standard query @x@@@@ PTR _rdlink._tcp.local, "QU" question PTR _companion-link._tcp.local, "..
87 10.654346 10.0.0.11 224.0.0.251 MDNS 197 Standard query response @x@@@@ PTR _companion-link._tcp.local TXT OPT
88 10.656608 fe80: :8e2:ab9f:60cb.. ff02::fb MDNS 217 Standard query response @x@0@@ PTR _companion-link._ tcp.local TXT OPT
T 89 10.658170 10.0.0.4 224.0.0.251 MDNS 136 iStandard query @x8@@@ SRV CandiceStudioSoundtouchl®. soundtouch. tcp.local, "QM" question A B..:
e 90 108.659973 10.0.0.4 224.0.0.251 MDNS 16@ Standard query response @x@@00 A, cache flush 18.0.0.4 SRV, cache flush @ @ 8098 Bose-SM2-74e..
91 10.663239 10.0.0.11 224.0.0.251 MDNS 333 Standard query @x@@@@ ANY Living Room._companion-link._tcp.local, "QM" question ANY Living Ro..
92 10.666539 fe80::8e2:ab9f:60ch.. ff2::fb MDNS 353 Standard query @x@@8@ ANY Living Room._companion-link._tcp.local, "QM" question ANY Living Ro..

> Frame 89: 136 bytes on wire (1888 bits), 136 bytes captured (1888 bits) on interface \D|| 2000 [XSRETR-T-M-M8{s 74 el 82 3b
» Ethernet II, Src: TexasInstrum_3b:da:37 (74:e1:82:3b:da:37), Dst: IPv4mcast_fb (@1:00:5|| 2919 @@ 7a d3 cc 48 @@ ff 11 bc a6

da

©a 20 20 e4
20 fb 14 e9 14 €9 @@ 66 24 b2 0@ 20 00 00 00

64

> Internet Protocol Version 4, Src: 10.0.0.4, Dst: 224.6.0.251 Ao Y e : 3 Ay

S ~ a vas9 e . anaice:
Usir.oatag“m Frofocol, IonciPorti13333,80=t Poct 2333 2040 75 64 69 6f 53 6F 75 6e 64 74 6f 75 63 68 31 30 udioSoun dtouchl®
pulricassiDosy nitiamersy ki (Auey) @b 5f 73 6f 75 6e 64 74 6f 75 63 68 04 5F 74 63  -_soundt ouch-_tc
70 05 6c 6f 63 61 6c 88 00 21 0 @1 15 42 6f 73 p-local- -!---Bos

65 2d 53 4d 32 2d 37 34 65 31 38 32 33 62 64 61 e-SM2-74 e1823bda
33 37 c@ 37 00 01 00 o1 37785



https://www.wireshark.org/
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Network Interactions
* Check for open ports

— processes that listen for requests or that have active connections

. In theory if you
* Check for actual network traffic Run Wireshark in the library and you
— tcpdump [aw can extract the pictures from sites

File Edit View Go Capture Analyze Statisti_cs Telihoni Wireless Tools Help Someone iS Visiting if it’s HTTP

— netstat
— also shows UNIX domain sockets used for IPC

(W] Apply a display fitter ... <Ctrl-/>

No. Time Source Destination Protocol Lengtt Info
82 10.237051 Dell_f4:de:28 Broadcast ARP 60 Who has 10.0.0.21? Tell 10.0.0.18
83 10.248881 10.0.0.11 224.0.0.251 MDNS 1422 Standard query response @x@@8@ TXT, cache flush PTR _companion-link._tcp.local PTR Living Roo..
84 10.260839 fe80::8e2:ab9f:60ch.. ff02::fb MDNS 1442 Standard query response @x8@@@ TXT, cache flush PTR _companion-link._tcp.local PTR Living Roo..
85 10.648725 10.0.0.11 224.0.0.251 MDNS 367 Standard query 0x@@@@ PTR _rdlink. tcp.local, "QU" question PTR _companion-link. tcp.local, "..
86 10.652302 fe80::8e2:ab9f:60cb.. ffe2::fb MDNS 387 Standard query @x@@@@ PTR _rdlink._tcp.local, "QU" question PTR _companion-link._tcp.local, "..
87 10.654346 10.0.0.11 224.0.0.251 MDNS 197 Standard query response @x@@@@ PTR _companion-link._tcp.local TXT OPT
88 10.656608 fe80: :8e2:ab9f:60cb.. ff02::fb MDNS 217 Standard query response @x@0@@ PTR _companion-link._ tcp.local TXT OPT

T 89 10.658170 10.0.0.4 224.0.0.251 MDNS 136 iStandard query @x8@@@ SRV CandiceStudioSoundtouchl®. soundtouch. tcp.local, "QM" question A B..:

e 90 108.659973 10.0.0.4 224.0.0.251 MDNS 160 Standard query response @x@@@@ A, cache flush 10.0.0.4 SRV, cache flush @ @ 8090 Bose-SM2-74e..
91 10.663239 10.0.0.11 224.0.0.251 MDNS 333 Standard query @x@@@@ ANY Living Room._companion-link._tcp.local, "QM" question ANY Living Ro..
92 10.666539 fe80::8e2:ab9f:60ch.. ff2::fb MDNS 353 Standard query @x@@8@ ANY Living Room._companion-link._tcp.local, "QM" question ANY Living Ro..

> Frame 89: 136 bytes on wire (1888 bits), 136 bytes captured (1888 bits) on interface \D|| 2000 [XSRETR-T-M-M8{s 74 el 82 3b

da
Ethernet II, Src: TexasInstrum_3b:da:37 (74:e1:82:3b:da:37), Dst: IPvdmcast_fb (01:00:5 @0 7a d3 cc 48 @@ ff 11 bc a6 @a 00 00 04
00 fb 14 9 14 e9 @0 66 24 b2 00 00 00 00 00
64

Internet Protocol Version 4, Src: 10.0.0.4, Dst: 224.0.0.251 Ao Y e : $ Ay
e . anaice:

Usir.oatag“"‘ Frofocol, IonciPorti13333,80=t Poct 2333 740 75 64 69 6f 53 6f 75 6e 64 74 6f 75 63 68 31 30 udioSoun dtouchl®

Bt castoDoma tnjiomellsy st e (aUeEy)) 0050 @b Sf 73 6f 75 6e 64 74 6f 75 63 68 04 5f 74 63  -_soundt ouch-_tc

70 05 6c 6f 63 61 6c 8@ 00 21 @0 o1 15 42 6f 73 p-local- -!---Bos
65 2d 53 4d 32 2d 37 34 65 31 38 32 33 62 64 61 e-SM2-74 el823bda
33 37 c@ 37 ee o1 @6 el k&7 AR



https://www.wireshark.org/

NC STATE UNIVERSITY

Debugger

Breakpoints to pause execution
— when execution reaches a certain point (address)
— when specified memory is access or modified

Examine memory and CPU registers
Modify memory and execution path

$ gdb example

(gdb) break main

* Advanced features Breakpoint 1 at @x40127d
(gdb) run
— attach comments to code Starting program: /path/to/example
— data structure and template naming [Thread debugging using libthread db enabled]
— track hlgh level |OgiC U51r.1g host 11bichr‘ead_db ?1br‘ar‘y
"/1ib/x86_64-1inux-gnu/libthread_db.so.1".
* file descriptor tracking Breakpoint 1, 0x000000000040127d in main ()
— function fingerprinting (gdb) info proc
° process 169

gdb expansions: pwnbdg, gef

cmdline = '/path/to/example’
cwd '/path/to’
exe '/path/to/example’



https://github.com/pwndbg/pwndbg
https://github.com/hugsy/gef
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Breakpoints

* Software breakpoints
— debugger inserts (overwrites) target address with an int 0x03 instruction
— interrupt causes signal SIGTRAP to be sent to process

— debugger
* gets control and restores original instruction
* single steps to next instruction

* re-inserts breakpoint



NC STATE UNIVERSITY

Breakpoints

* Software breakpoints
— debugger inserts (overwrites) target address with an int 0x03 instruction
— interrupt causes signal SIGTRAP to be sent to process

— debugger
* gets control and restores original instruction
* single steps to next instruction

* re-inserts breakpoint

* Hardware breakpoints
— special debug registers (e.g., Intel x86)

— debug registers compared with PC at every instruction
— GDB can set them with hbreak but your mileage may vary with VMs



https://apple.stackexchange.com/questions/32948/which-virtualization-programs-support-hardware-breakpoints
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System Tracing

* System calls
— are at the boundary between user space and kernel
— reveal much about a process’ operation
— strace

— powerful tool that can also
* follow child processes
* decode more complex system call arguments

* show signals
— works via the ptrace interface (process may observe/control execution of another)
* Library functions
— similar to system calls, but dynamically linked libraries

— ltrace
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Debugger on x86 / Linux

Uses the ptrace interface

® ptrace
— allows a process (parent) to monitor another process (child)
— whenever the child process receives a signal, the parent is notified

— parent can then
* access and modify memory image (peek and poke commands)
* access and modify registers

* deliver signals

— ptrace can also be used for system call monitoring
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Debugger on x86 / Linux

Uses the ptrace interface

strace uses ptrace calls to

trace and log system calls a

target process makes (parent) to monitor another process (child)

$ sudo strace -p 3077

strace: Process 3077 attached

lseek(2, @, SEEK_CUR) = 3320785

getsockopt(4, SOL_TCP, TCP_INFO, "\n\0\0\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0"..., [104])

waitd4(-1, ex7ffd4b713618, WNOHANG, NULL) = ©

epoll wait(27, [], 1, 1000) =0

lseek(2, ©, SEEK_CUR) = 3320785

getsockopt(4, SOL_TCP, TCP_INFO, "\n\@\@\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0". .., [104])

— ptrace can also be used for system call monitoring
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Debugger on x86 / Linux

Uses the ptrace interface

® ptrace

— allows a process (parent) to monitor another process (child)

$ sudo strace -p 3077

strace: Process 3077 attached

lseek(2, @, SEEK_CUR) o RHTEE Update file offset of descriptor 2 to @ and
getsockopt(4, SOL_TCP, TCP_INFO, "\n\0©\0\0\0\0\0\e@B\17 flnd 3320785 is the updated offset

waitd4(-1, ex7ffd4b713618, WNOHANG, NULL) = ©

epoll wait(27, [], 1, 1000) =0

lseek(2, ©, SEEK_CUR) = 3320785

getsockopt(4, SOL_TCP, TCP_INFO, "\n\0\0\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0"..., [104]) = O

— ptrace can also be used for system call monitoring



NC STATE UNIVERSITY

Debugger on x86 / Linux

Uses the ptrace interface

® ptrace

— allows a process (parent) to monitor another process (child)

$ sudo strace -p 3077
Sirece: frecess SET7 Sibtachad Grab information about the TCP socket

lseek(2, @, SEEK_CUR) = 3320785
getsockopt(4, SOL_TCP, TCP_INFO, "\n\@\@\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0"..., [104])

waitd4(-1, ex7ffd4b713618, WNOHANG, NULL) = ©

epoll wait(27, [], 1, 1000) =0

lseek(2, ©, SEEK_CUR) = 3320785

getsockopt(4, SOL_TCP, TCP_INFO, "\n\@\@\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0". .., [104])

— ptrace can also be used for system call monitoring



Debugger on x86 / Linux

Uses the ptrace interface

® ptrace

— allows a process (parent) to monitor another process (child)

$ sudo strace -p 3077

strace: Process 3077 attached

lseek(2, @, SEEK_CUR) = 3320785

getsockopt(4, SOL_TCP, TCP_INFO, "\n\0\0\0\0\0\OudcRidiauaiai oo 2o i o ai o Gl i dh g oo [194])
wait4(-1, Ox7ffd4b713618, WNOHANG, NULL) = ©
epoll wait(27, [], 1, 1000) =0
lseek(2, @, SEEK_CUR) = 3320785
getsockopt(4, SOL_TCP, TCP_INFO, "\n\0\0\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0". .., [104])

Wait for a state change from any process

— ptrace can also be used for system call monitoring



Debugger on x86 / Linux

Uses the ptrace interface

® ptrace

— allows a process (parent) to monitor another process (child)

$ sudo strace -p 3077

strace: Process 3077 attached

lseek(2, @, SEEK_CUR) = 3320785
getsockopt(4, SOL_TCP, TCP_INFO, "\n\@\0\0\0\0\0\0@B\17\0\0\0\0\0\30\2\0\0\0\0\0\0\0\0\0\0\0\4\0\0"..., [104])
waitd4(-1, ex7ffd4b713618, WNOHANG, NULL) = ©

epoll wait(27, [], 1, 1000) =0

1seek(2, ©, SEEK_CUR) = 3320785
getsockopt(4, SOL_TCP, TCP_INFO, "\n\0\0\0\0\0\0\o@B

Rinse and repeat

— ptrace can also be used for system call monitoring
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Sandboxing

* Execute program in a controlled environment

* Advantages
— can inspect actual program behavior and data values

— (at least one) target of indirect jumps (or calls) can be observed


https://en.wikipedia.org/wiki/Logic_bomb

NC STATE UNIVERSITY

Sandboxing

* Execute program in a controlled environment

We'll see how you can tackle

* Advantages this later in the semester
— can inspect actual program behavior and data values

— (at least one) target of indirect jumps (or calls) can be observed


https://en.wikipedia.org/wiki/Logic_bomb

Sandboxing

* Execute program in a controlled environment

* Advantages

— can inspect actual program behavior and data values

— (at least one) target of indirect jumps (or calls) can be observed

* Disadvantages

— may accidentally launch attack/malware

— anti-debugging mechanisms

— not all possible traces can be seen (logic/time bombs)



https://en.wikipedia.org/wiki/Logic_bomb

Sandboxing

* Execute program in a controlled environment

* Advantages

— can inspect actual program behavior and data values

— (at least one) target of indirect jumps (or calls) can be observed

* Disadvantages Imagine if the 2008 Financial

— may accidentally launch attack/malware Crisis also included 1000s of

wiped servers

— anti-debugging mechanisms

— not all possible traces can be seen (logic/time bombs)



https://en.wikipedia.org/wiki/Logic_bomb
https://www.wired.com/2009/01/fannie/
https://www.wired.com/2009/01/fannie/

Making Disassembly Difficult - Static Analysis

ConfUSion AttaCkS #include <stdio.h>

#include <string.h>

* Targets linear sweep disassembler

void secret_function() {

printf("You've reached the secret function!\n");

* Insert data (or junk) between }

instructions and let control flow
jump over this garbage

void vulnerable_function(char *input) {

char buffer[10];

* Disassembler gets desynchronized [

with true instructions

int main() {
char input[20];

. . . printf("Enter your input: ");
Example: Get this progr.am to ot ("%s", input);
execute Secret_functlon vulnerable_function(input);

return 0;
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Advanced Confusion Attack

Targets recursive traversal disassembler
Replace direct jumps (calls) by indirect ones (branch functions)

Force disassembler to revert to linear sweep, then use previous
attack

#include <stdio.h>
That was shelltest.c #include <string.h>

int main() {

unsigned char shellcode[] = "\xeb...\x00";

int (*ret)() = (int(*)())shellcode;
ret();
}
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Making Disassembly Difficult - Dynamic Analysis

* Debugger Presence Detection Techniques
— API based
— thread/process information
— registry keys, process names

* Linux

— A process can be traced only once, meaning if your program fails to get the debugger,

someone else is using it
if (ptrace(PTRACE_TRACEME, 0, 1, 9) < 0)
exit(1);

* Windows

— API calls - OutputDebugString() and IsDebuggerPresent()

— Thread control block
* read debugger present bit directly from process memory
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Making Disassembly Difficult - Dynamic Analysis

* Exception-based Technigues

SetUnhandledExceptionFilter()
Enables an application to supersede the top-level exception handler of each thread of a
process.
After calling this function, if an exception occurs in a process that is not being debugged,
and the exception makes it to the unhandled exception filter, that filter will call the
exception filter function specified by the 1pTopLevelExceptionFilter parameter.
[ source: learn.microsoft.com ]

* Idea
— Overwrite SetUnhandledExceptionFilter's pointer to a malicious address
— Raise an unhandled exception, triggering UnhandledExceptionFilter
— Attacker now has execution privileges


https://anti-debug.checkpoint.com/techniques/exceptions.html
https://learn.microsoft.com/en-us/windows/win32/api/errhandlingapi/nf-errhandlingapi-setunhandledexceptionfilter
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Making Disassembly Difficult - Breakpoint Detection
* Detect software breakpoints

— Scan yourself, if you have interrupts then exit
— look for int ©x03 instructions

— if ((*(unsigned *)((unsigned)<addr>+3) & Oxff)==0xcc)
- exit(1);

®* (Checksum the code

Similar to finding malicious code blocks, if a particular segment of code has been
changed, the checksum would change it

if (checksum(text_segment) != valid_ checksum)
- exit(1);

Detect hardware breakpoints

Use the hardware breakpoint registers for computation
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Not Just Machine Code

* JavaScript
— You can read the code in the browser

— You can use 3rd party tools to monitor
browser API calls

* Android APKs

— You can read an intermediate
representation of the byte code: Smali

— You can use adb to debug a running
process



https://www.youtube.com/watch?v=8UqHCrGdxOM
https://www.youtube.com/watch?v=y6Uzinz3DRU
https://www.youtube.com/watch?v=y6Uzinz3DRU
https://payatu.com/blog/an-introduction-to-smali/
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Security Zen

- Cheat engine = Dynamic analysis
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https://www.youtube.com/watch?v=e_Y1u1jpYLI
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Reverse Engineering
* Goals

— focused exploration

— deep understanding

* Case study
— copy protection mechanism
— program expects name and serial number
— when serial number is incorrect, program exits
— otherwise, we are fine

* Changes in the binary

— can be done with hexedit or radare2
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Reverse Engineering Goals

* Focused exploration
— bypass check routines
— locate the point where the failed check is reported
— find the routine that checks the serial number
— find the location where the results of this routine are used
— slightly modify the jump instruction

* Deep understanding
— key generation
— locate the checking routine
— analyze the disassembly
— run through a few different cases with the debugger
— understand what check code does and develop code that creates appropriate keys
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Malicious Code Analysis

* Static Analysis
— code is not executed
— all possible branches can be examined (in theory)

— quite fast

* Problems of Static Analysis
— undecidable in general case, approximations necessary

— binary code typically contains very little information

* Malicious attackers will always hide information on functions, variables, type information
— disassembly difficult (particularly for Intel x86 architecture)
— obfuscated code, packed code

— self-modifying code
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Malicious Code Analysis
* Dynamic Analysis
— code is executed

— sees instructions that are actually executed

* Problems of dynamic analysis
— single path (execution trace) is examined, but program could have millions
— analysis environment possibly not invisible (sandboxes are extremely detectable)

— analysis environment possibly not comprehensive

* Possible analysis environments
— instrument program
— instrument operating system

— instrument hardware
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Malicious Code Analysis
* Dynamic Analysis
— code is executed

— sees instructions that are actually executed

* Problems of dynamic analysis
— single path (execution trace) is examined, but program could have millions
— analysis environment possibly not invisible (sandboxes are extremely detectable)

— analysis environment possibly not comprehensive

* Possible analysis environments

— instrument program

. . Configuring VirtualBox
— Instrument operating system =

. for Scambaiting
— instrument hardware



https://medium.com/nerd-for-tech/configuring-virtualbox-for-scambaiting-part-1-15da011adea0
https://medium.com/nerd-for-tech/configuring-virtualbox-for-scambaiting-part-1-15da011adea0
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Instrumenting Programs

Analysis operates in same address space as sample

Manual analysis with debugger
Detours (Windows API hooking mechanism)

* Binary under analysis is modified
— breakpoints are inserted
— functions are rewritten

— debug registers are used

Not invisible, malware can detect analysis

* Can cause significant manual effort
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Instrumenting Operating Systems

« Analysis operates in OS where sample is run
* Windows system call hooks

 Invisible to (user-mode) malware
« (Can cause problems when malware runs in OS kernel
« Limited visibility of activity inside program

— cannot set function breakpoints

* Virtual machines

— allow to quickly restore analysis environment
— might be detectable (x86 virtualization problems)
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Instrumenting Hardware

* Provide virtual hardware (processor) where sample can execute
(sometimes including OS)

Software emulation of executed instructions

Analysis observes activity "from the outside”

Completely transparent to sample (and guest OS)
Operating system environment needs to be provided
Limited environment could be detected

Complete environment is comprehensive, but slower

— Malware can use latency to determine if they're on a VM

Anubis (malware sandbox) used this approach
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Stealthiness

* One obvious difference between machine and emulator

— time of execution

* Time could be used to detect such system
— emulation allows to address these issues

— certain instructions can be dynamically modified to return innocently looking
results

— for example, RTC (real-time clock) - RDTSC instruction



