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Learning Objectives
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1. Explain the structure of software supply chains
2. Outline common risks associated with code 

dependencies, including dependency confusion 
3. Outline good security practices for build 

infrastructure, including signing and reproducible 
builds.

4. Describe key challenges for securing the software 
supply chain in the context of humans.
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Overview for Today
1. Intro: (Software) Supply Chain
2. SSC Areas:

a. Code Dependencies
b. Build Infrastructure
c. The Human Factor



Supply Chain
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Complex logistics system

- Process of producing and 
delivering a product or 
service

- Network of entities like 
suppliers, manufacturers, 
distributors, and retailers
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Supply Chain Problems
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Supply Chain Problems 2
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Supply Chain
Rough outline of an industry supply chain:

Producer ConsumerSuppliers
Sourcing Distributing
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Software Supply Chain?
What would you consider part of a software supply 
chain?
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Software Supply Chain
- Source code
- Dependencies
- Operational infrastructure
- Dev tools
- CI/CD tools and pipelines
- Artifact repositories
- Distribution systems
- …
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Software Supply Chain

ConsumerProducer Source PackageBuild

Dependencies
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Application vs. Components
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Rise in SSC Attacks

https://www.sonatype.com/state-of-the-software-supply-chain/Introduction

https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
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Moments in SSC Security
December 2020 November 2021 March 2024

Build infrastructure Vulnerable 
components

Malicious components,
Build infrastructure,

Humans
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Presidential Order

President's Executive Order 14028 - Improving the Nation's Cybersecurity



Code Dependencies
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Code Dependencies
External libraries, 
frameworks, or modules in a 
software project

Often downloaded and 
updated using a package 
manager (npm, pip, maven) 
from package repositories 
(npm registry, PyPI, Maven 
Central)
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Dependency Attacks

ConsumerProducer Source PackageBuild

DependenciesCompromised 
Dependencies
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Attack: Malicious Package
Malicious package from scratch

- Actual development + advertising, can turn malicious later
- loglib-modules (targeting developers familiar with the 

legitimate 'loglib' library)

Sonatype

Ladisa et al. "Sok: Taxonomy of attacks on open-source software supply chains." IEEE S&P, 2023.

https://blog.sonatype.com/python-packages-upload-your-aws-keys-env-vars-secrets-to-web
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Name Confusion Attacks
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solana-py

https://www.sonatype.com/blog/an-ideal-pypi-typosquat-solana-py-is-here-to-steal-your-crypto-keys

Which is the real one?

https://www.sonatype.com/blog/an-ideal-pypi-typosquat-solana-py-is-here-to-steal-your-crypto-keys
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Even More Confusing

https://www.sonatype.com/blog/an-ideal-pypi-typosquat-solana-py-is-here-to-steal-your-crypto-keys

Other legitimate 
projects (wrongly) 
refer to solana-py!

Malicious package 
steals wallet keys

https://www.sonatype.com/blog/an-ideal-pypi-typosquat-solana-py-is-here-to-steal-your-crypto-keys
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Attacks: Name Confusion 
- Typosquatting (request vs. req7est)
- Combosquatting (openai-dev, python-4)
- Separators (python-3 vs. python_3)
- Scope confusion (@npm/test vs npm-test)
- Shadow built-in package (subprocess)

- Also for common strings in error messages (TypeError) because 
people might just run install

- Brandjacking (aws-official-openai)
- Works also for scopes (awsreal/openai)

- Shadowing / Dependency Confusion (company-internal-foo)
- Trick internal proxies to pull from public repo

Extended from https://sap.github.io/risk-explorer-for-software-supply-chains

https://sap.github.io/risk-explorer-for-software-supply-chains


Dependency Confusion

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

Paypal’s leaked
 package.json

Public packages

Not on npm
(internal packages?)
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Where are internal packages pulled from? Are same name  
packages on public npm preferred?

Attack: Register malicious packages with leaked (or guessed) 
internal names on npm (maybe with newer version number), wait 
for companies to pull malicious dependencies in.

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Confusion Defenses?
How would you defend yourself and/or the supply 
chain against these attacks?
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Defense: Dashboards
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Attack: Infiltrate Malicious Code
Infiltrate malicious code in existing package.

How could one accomplish this?
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Malicious Pull Requests
Example: Fake Dependabot

- GitHub bot that automatically updates dependencies by opening 
pull requests

- Except when it is another account pretending to be Dependabot

https://checkmarx.com/blog/surprise-when-dependabot-contributes-malicious-code/

https://checkmarx.com/blog/surprise-when-dependabot-contributes-malicious-code/


30

Challenge: Abandoned Dependencies

1.

2.
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Abandoned Dependencies
Ever looked at `npm install` output?
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Abandoned Dependencies
Developers leave for all kinds of reasons

Abandoned project is not automatically broken, but no more 
fixes or new features (some companies enforce restrictions) 

- missing features, security concerns
- time and effort for finding replacement

Q: Should we have expected free maintenance forever?

Q: How to avoid abandoned dependencies?
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Problem: Transitive Dependencies
Software projects have 10s to 100s of direct and 
transitive dependencies
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Software Composition Analysis
What is even in 
our application?

Lin et al. Context Matters, USENIX 2025
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Ideal SCA Idea

Lin et al. Context Matters, USENIX 2025

Develop Build and Test Deploy

SCA IDE 
integration

SCA CI 
integration

SCA scan 
periodically

vulnerability 
alerts

resolve alerts
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SCA Reality
Many alerts, difficult to resolve without context

Lin et al. Context Matters, USENIX 2025

Develop Build and Test Deploy

SCA IDE 
integration

SCA CI 
integration

SCA scan 
periodically

vulnerability 
alerts

resolve alerts
custom tooling

update vulnerable library

manual patch

no fix

halting 
development

unsupported scriptsunsupported ecosystems using multiple tools

  Legend

tool integration challenges
approaches for resolving alerts

SCA integration methods
software development process
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Recap: Presidential Order

President's Executive Order 14028 - Improving the Nation's Cybersecurity
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NIST
- “(e)  Within 90 days of publication of the preliminary 

guidelines [...] the Secretary of Commerce acting through 
the Director of NIST, in consultation with the heads of such 
agencies as the Director of NIST deems appropriate, shall 
issue guidance identifying practices that enhance the 
security of the software supply chain”

- (vii)   providing a purchaser a Software Bill of Materials 
(SBOM) for each product directly or by publishing it on a 
public website;
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Software Bill of Materials
(SBOM, inspired by supply chain BOMs)

- List of components used to build a software artifact
- Minimum elements (according to NIST):

- data fields (baseline information about each software 
component)

- automation support (the ability to generate SBOMs in 
machine- and human-readable formats)

- practices and processes (how and when organizations 
should generate SBOMs)

- Automated: Software composition analysis (SCA)

https://www.ntia.doc.gov/report/2021/minimum-elements-software-bill-materials-sbom

https://www.ntia.doc.gov/report/2021/minimum-elements-software-bill-materials-sbom
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SBOM Example



41

VEX
(Vulnerability Exploitability eXchange)

- Type of a security advisory
- Indicates whether a product or products are affected by 

known vulnerabilities.

Idea: companies can publish VEXs of their vulnerable 
software versions, other companies can check their SBOMs 
for these vulnerable versions and investigate impact (and 
then publish themselves if vulnerable and so on)



Recap: Objectives
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- Outline common risks associated with code 
dependencies, including dependency confusion 



Build Infrastructure



Trusting Trust
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Ken Thompson

https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf
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Build Attacks

ConsumerProducer Source PackageBuild

Dependencies

Compromised 
Build

Compromised 
Package
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Build Infrastructure
Build infrastructure can be as 
complex as the project code itself

- Build tools, package managers, 
automation scripts

- Parallel ecosystem of code 
(e.g., GitHub Actions)

- Configuration with nested code 
and complex build, test, and 
deploy workflows
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CI/CD Environments
Continuous Integration are dangerous Remote 
Code Execution engines
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GitHub Actions
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GitHub Actions
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Attack: Compromise Build
- Run malicious build
- Tamper with build job
- Tamper with build system

How would you defend against these?

Ladisa et al. "Sok: Taxonomy of attacks on open-source software supply chains." IEEE S&P, 2023.



51

Defense: Reproducible Builds
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Like Flossing Your Teeth
Fourné et al. "It's like flossing your teeth: On the Importance and 
Challenges of Reproducible Builds for Software Supply Chain 
Security." IEEE S&P, 2023.

- Interviews with n=24 reproducible builds stakeholders 
from the mailing list

- Problems for RB: Build timestamps, build paths, 
filesystem ordering, archive metadata, randomness, 
uninitialized memory, …
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Defense: Platform Hardening



54

Defense: Signing
Signing of commits, tags, build artifacts

- Supported by GitHub (and git)
- But might interfere with existing pipelines / 

workflows
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Sigstore
https://www.sigstore.dev/

Idea:

- simplify (remove) key 
management

- integrate with package 
managers

https://www.sigstore.dev/
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SLSA
https://slsa.dev/

- Adoptable guidelines for supply chain security
- Multiple SLSA levels and (planned) tracks
- Provenance through SLSA attestations for artifacts
- Example: Build L3 requirement is a Hardened build platform

https://slsa.dev/


Recap: Objectives
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- Outline good security practices for build 
infrastructure, including signing and reproducible 
builds.



The Human Factor



The Human Factor?
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Where do you see the “Human Factor” in this SSC 
graph?

ConsumerProducer Source PackageBuild

Dependencies
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The Human Element
Humans as the weakest (?) link in the supply chain.

New York Times

“The company said intruders had gained access to its cloud database 
and obtained a copy of the data vaults of tens of millions of customers 
by using credentials and keys stolen from a LastPass employee.”

https://www.nytimes.com/2023/01/05/technology/personaltech/lastpass-breach-password-safety.html
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Open Source Software
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Open Source Reuse
Open Source code 
appears as foundation, 
glue, or during the build 
process in many 
software projects.
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xz-utils
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xz Incident

https://research.swtch.com/xz-timeline

https://research.swtch.com/xz-timeline
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Discovery
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Exploit
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Preparations
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A Worst-Case Scenario 2021 “JiaT75” GitHub account 
created

Oct 2021 First xz patch via mailing list

Jun 2023 Commit to disable ifunc in 
oss-fuzz builds

Breaks landlock protection

Mar 2024 Malicious binary test file 
payload added

Dec 2023 Tags and builds first release

Feb 2024 Malicious build script  
backdoor added

Discovered on 2024-03-28

[...]
The xz-utils attack as (almost) worst 
case scenario:

- Attacker was (release) trusted 
developer on the project

- Multiple years of gaining trust and 
access and multiple months of 
setting up the backdoor

- Attacker manipulated external 
services (like oss-fuzz) to 
circumvent detection
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Humans as Attack Avenue
Oct 2021 First xz patch via mailing list

Dec 2023 Attacker tags and builds first 
release

Feb 2022 First merged commit

Apr 2022 Pressure on mailing list to 
merge patches

May 2022 “Is this maintained?” 
pressure on mailing list

Jun 2022 Pressure to add more 
maintainers on mailing list

Jun 2022 Pressure to add patch author 
(attacker) on mailing list 
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Solitary Maintainer
Challenge: Important 
open-source components 
maintained by solitary & 
unsupported hobby 
maintainers

https://foundation.rust-lang.org/grants/:

Adopted from xkcd 2347

https://foundation.rust-lang.org/grants/
https://xkcd.com/2347/
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SSC Frameworks
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P-SSCRM
Idea: Union of SSC frameworks

Goal: Guiding companies towards 
better supply chain security

Implementation: Proactive Software 
Supply Chain Risk Management 
(P-SSCRM) framework

Model: 73 risk management tasks
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Commercial Platforms
There are many (commercial) platforms out there for 
software supply chain security.
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How to Support Open Source?
Frameworks are more targeted towards industry, 
commercial platforms cost money. 

How to support software supply chain security in 
open source projects?
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Open Source Security Foundation
https://openssf.org/
- Community of developers (some from big companies)
- Goal: secure open source software for the greater 

public good 

https://openssf.org/
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Open Problems
1. How to meaningfully engage with supply chain 

stakeholders?
2. How to improve adoption of effective technical 

solutions?
3. How to measure improvements?



Learning Objectives
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- Describe key challenges for securing the software 
supply chain in the context of humans.
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Recap of Today
1. Intro: (Software) Supply Chain
2. SSC Areas:

a. Code Dependencies
b. Build Infrastructure
c. The Human Factor
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Discussion Paper
[DISC] Cox, Fifty Years of Open Source Software 
Supply Chain Security: For decades, software reuse 
was only a lofty goal. Now it's very real., ACM Queue, 
2025.
Do you think
1. Open source reuse outpaced security practices?
2. Governance is required beyond tooling to fix OSS 

supply-chain risk?
3. Reproducible builds are realistic at scale?


