
Tracking and privacy

Sohom Datta
sdatta4@ncsu.edu

North Carolina State University



$ whoami

• PhD student at NC State
• Interested in web-security and privacy
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The anatomy of a tracker

Takes in identifier(s)

Generates third-party 
cookies

Imperceptible to 
humans



Too many third-party cookies :(



This caused regulator action
- Ask for consent before tracking

- Identifier data should be kept private

- If you want to sell the data, consumer 
should know who you sell the data to

- Consumer should be able to opt out



Enter stateless tracking

JavaScript (Browser APIs)

Slide credit @Junhua



Enter stateless tracking
function generateCanvasFingerprint() {

const canvas = document.createElement("canvas");
const ctx = canvas.getContext("2d");
document.body.appendChild(canvas);
canvas.width = 240;
canvas.height = 60;
ctx.textBaseline = "alphabetic";
ctx.fillStyle = "#f60";
ctx.fillRect(100, 1, 62, 20);
ctx.fillStyle = "#069";
ctx.font = '11pt "Times New Roman"';
const text = "Cwm fjordbank gly " + String.fromCharCode(55357, 56835);
ctx.fillText(text, 2, 15);
ctx.fillStyle = "rgba(102, 204, 0, 0.2)";
ctx.font = "18pt Arial";
ctx.fillText(text, 4, 45);
return canvas.toDataURL();

}
generateCanvasFingerprint(); “data:image/png;base64,iVBORw0KGgoAAAANSUhEU….



How do we detect it?

$89:.......fetch(“https://a.g.co/tracki
ng”, {...})
!89
...
g78:{Window:7439837}:“fetch”
c78:{Window:7439837}:%fetch:“https://a.
g.co/tracking”:{Object:788080:...}
...
...

- Short answer: You scan the web!

- Measure “entropy” of JS code

- If it collects too much entropy + 
sends the data to a server 🤔

Another project: github.com/duckduck-go/tracker-radar

Automatic Discovery of Emerging Browser Fingerprinting Techniques, Su et al.

http://github.com/duckduck-go/tracker-radar


How do I avoid it? (layman)



How do I avoid it? (mobile)



How bad is it? (mobile)

Short answer: Very very bad



How bad is it? (mobile)



Android privacy was already bad

16

Background

Google Play Protect
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Background

But WebViews enable evasive attacks 

This is a web problem in the 
Android ecosystem

We are actively researching this!



Entities involved in info leakage

* Blue are third-party libraries
  Green is companies based on DuckDuckGo Tracker Radar  19

Reality

- A small number of third-parties 
libraries exfiltrate to a large 
number of companies

Results



com.google.android.gms is 
the largest player in our abuse 
ecosystem

* Blue are third-party libraries
  Green is companies based on DuckDuckGo Tracker Radar  20

Google Play SDK has a degree 
of over 147 distinct companies

Results

Entities involved in info leakage



25 companies have a 
tracking-score of 0 on 
DuckDuckGo Tracker Radar

* Blue are third-party libraries
  Green is companies based on DuckDuckGo Tracker Radar  21

Some trackers in our ecosystem 
are not being seen by traditional 
web tracking detectors

Results

Entities involved in info leakage


